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About This QIG

This user QIG is intended to guide a professional installer to install and establish the SCB Demo Kit. It
includes procedures to assist you in avoiding unforeseen problems.

NOTE:

Only qualified and trained personnel should be involved with installation, inspection, and repairs of this
router.

Disclaimer

WoMaster reserves the right to make changes to this Manual or to the product hardware at any time without notice.
Information provided here is intended to be accurate and reliable. However, it might not cover all details and
variations in the equipment and does not claim to provide for every possible contingency met in the process of
installation, operation, or maintenance. Should further information be required or should particular problem arise
which are not covered sufficiently for the user’s purposes, the matter should be referred to WoMaster. Users must be
aware that updates and amendments will be made from time to time to add new information and/or correct
possible unintentional technical or typographical mistakes. It is the user’s responsibility to determine whether there
have been any such updates or amendments of the Manual. WoMaster assumes no responsibility for its use by the
third parties.

WoMaster Online Technical Services

At WoMaster, you can use the online service forms to request the support. The submitted forms are stored in server
for WoMaster team member to assign tasks and monitor the status of your service. Please feel free to write
to help@womaster.eu if you encounter any problems.
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1. PRODUCT OVERVIEW

The SCB Demo Kit provides a quick and easy method for evaluating the SCB1200 within its basic
application and feature. Reading the SCB1200 Data Sheet before using the Demo Kit is recommended
for understanding the operation of the SCB1200 and the Demo kit.

The SCB1200 series are fully integrated and embedded communication systems within an IP67 box for
Smart City and Industrial Internet of Thing (lloT) applications. It is protected by IP67 waterproof
enclosure, and cable gland connectors for Gigabit 802.3bt ultra PoE /802.3at PoE plus ports, Fiber SFP,
Serial, Voice, DI, DO. It is greatly flexible with different power in/outsources, internal USB, SD,
Ethernet and mCPle socket for wireless expansion. Comparing with traditional cabinet, the
SCB1000/1200 series save a lot of time and effort to assemble the power source, different media
interfaces, wireless expansion, software test and system adjustments. The other special thing is this
SCB is support with lloT platform that called ThingsMaster. ThingsMaster provides dynamic, fast and
flexible dashboard.

1.1 DEMO BOX PACKAGES
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When the package received by the customer, customer will receive a box of SCB demo kit that

includes the SCB devices and the demo kit such as a sensor, alarm, speaker, IP camera, and also

several cables.




1.2 SCB DEMO KIT PACKAGE CHECKLIST

Below is the content of the SCB Demo Box:

Model Name Description

SCB1200-AC

Industrial Smart City Box with 4GT PoE + 2GF, IloT interfaces, AC Input (lloT
Interfaces: External 1xCOM,2xDI,2xDO,Voice; Internal 1GT WAN, 1xCOM,
1xUSB, 1xSD)

SCB LTE Module &

Antenna EU

Industrial LTE Cellular Module EU: FDD B1/B3/B5/B7/B8/B20, TDD
B38/B40/B41, WCDMA: B1/B5/B8, GSM: B3/B8

Antenna: LTE+GPS Antenna on the top of case.

SCB Wi-Fi Module

Industrial 5G/2.4G 802.11ac/n Wi-Fi 2T2R Module
Pre-install 2x N-Type Female Antenna sockets on the top of case

2x External 2.4G/5G 3dbi Omni-Directional Antenna

Sensor CO2 / Temperature / Humidity Sensor 12~36VDC + 50 centimeters RJ45
cable

Alarm 24 VDC Power Input

Camera 802.3af/ at/ bt IP Camera + 1 meter RJ45 cable.

Speaker 8Q25W

Power Cables

1 x4 Pin IP67 M12 power connector + Converter.

DC Output

1x 4 Pin IP67 M12 power connector
24VDC, 1.25A max. (DC 1+, DC 1-, DC 2+, DC 2-)

Please check the SCB demo kit and contact the sales, if customer finds out any defected product.

1.3 DEMO ENVIRONMENT DISPLAY

The goal of this QIG is to help the installer to establish the demo environment and establish the

connection between the demonstration kits with the SCB. And also help the user to connect the SCB

to the cloud service. Below is the demo environment display.




1.4 SCB INTERFACE

This section is the SCB interface with the front panel and back panel appearance. It could assist the

user to install and establish the connection by understanding the interface.
Front Panel
Serial * Digital Output (L)

RS232/422/485 Voice™  /input (R) 4-pin
RI45 Type RI12 Type

* Serial, Voice, DIO only
Terminal Block * supported in SCB1200

Two Reserved '
M20 Cable gland
connectors for
internal interfaces
or PV input

|

DC Output 24V/1.25A,
M12

AC Input
100~240VAC,
M12

100/100M SFP, M25

Port6 Port5 Portd
with protection tube

Two FE/GERJ45 Two FE/GERI45
802.3at 30W PoE 802.3bt 60W PoE
+ Reset

Reset+802.3bt

Back Panel

LTE+GPS
Antenna

Wentilation A o @ @

Two N-type Antennas
= For WLAN




2. DEMO ENVIRONMENT INSTALLATION
2.1 HOW TO INSTALL THE DEMONSTRATION RACK

The Demo Kit rack is provided, in order to install the sensor, alarm, speaker, and the IP camera. The
demonstration rack is easy to be installed. To install the demonstration rack, user just needs to set up

the rack leg to a proper position and tighten the screw.

2.2 HOW TO USE THE SMART CITY BOX

2.2.1 POWER INPUT INSTALLATION
The Smart City Box 1200 Series needs a 100~240 VAC power connection. The device must be powered

using the power input cable that provided by WoMaster.

How to power up the SCB 1200
1. The power input is supported with AC model, 100~240 VAC. The power input is 4-pin M12 power

connector.

| olewizComecor | pin | oescipion | Pncoor_
1
= V+ Red
PWR Input
3 1
LI+ —(380— NIV-

4

V- Blue

BN

2. Tighten the nuts to prevent the loosening of M12 connectors.




3. Plug the power connector to a power source then the SCB is powered up and ready to operate. For

European power socket, the adapter is provided.

2.2.2 POWER OUTPUT INSTALLATION

. . _ Pin
Female M12 Connector Power | Pin | Description

Color

2 DC24V Output 1 2 V+ Brown
, 43 3 V- Black
1 2 V- :
g =2 - 1 V+ White
4 12 4 W Blue

The Smart City Box 1200 Series is supported with Dual Power Outputs, 4-pin M12 power connector.
This power output in this Demo Box is used to power up the CO2, temperature and humidity sensor
also the alarm. And it can deliver maximum 24VDC/1.25A power output.

How to install the power output cable

1. Tighten the nuts to prevent the loosening of M12 connectors.

2. On the other side of the cable it has 4 pins that connected to two connectors. Each connector needs

to be connected to the Sensor or the Alarm. Below is the appearance.




2.2.3 HOW TO INSTALL CO2, TEMPERATURE, AND HUMIDITY SENSOR

This device is equipped with R$232/422/485 serial ports that able to connect to local serial devices. To
connect the sensor, we may use the RJ-45 Connector or M20 Cable Gland. A 3 in 1 sensor has been
prepared, so the user just needs to connect the RJ-45 to the Serial Port. Please refer to the SCB

Interface (COM).

Below is the table for cabling the serial connector:

RJ45 RS-422/485 | RS-48%
4 wire 2 wire

12345678 ‘I DSR
Uy 2 RTS
3 GND
|:| 4 TxD RX+
— ) RxD TX+ Data+
6 DCD TX- Data-
T CTS
N 8 DTR RX-

Note: The sensor is supported with RS-485 with 2 wires, please wire the pin based on the table above.
At the sensor, user will see 485+ and 485- label, wire the pin number 5 (Blue-White color) to 485- and
wire the pin number 6 (Green Color) to 485+ to get the data from the sensor. After it is done, connect

the RJ45 to the Serial Port.

How to power the sensor
As mentioned in the Power Output section above, there are two connectors that free to used. To
power the Sensor, user can connect the wire from the sensor to the power output cable with the

connector. After that the sensor will ready to use.

-
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2.2.4 HOW TO INSTALL THE SPEAKER
The SCB1200 Series is provided with audio feature, which uses the RJ12 for any kind of audio adapter.

To install and power the speaker, open the M20 connector and connect the RJ12 to the Voice Port.

Please refer to the SCB Interface (Voice Port).

2.2.5 HOW TO INSTALL THE ALARM
Two wires have been attached to the digital output connector, and when a user-configured event
occurs then a fault contact forms a closed circuit. If a user-configured event does not occur, the fault

circuit remains opened and will not trigger the alarm on.

Wire the alarm by connecting the V+ from the power output to the cable that connected to DO-. And

the cable from the alarm also needs to be connected to the cable that connected to the DO+. The

10



other cable from the alarm should be connected to the V- from the power output. Please refer to the

SCB Interface (DO). Open the M20 interface to check the cable position.

2.2.6 HOW TO INSTALL THE POE CAMERA

The SCB1200 Series is equipped with two 802.3bt ultra PoE++ (Port 1/2) and two 802.3at high
power PoE+ (Port 3/4) Ethernet ports for high power IP PTZ Cameras. To install the IP Camera,
please connect the IP Camera by using RJ45 connector to PoE port at the SCB. To deliver the PoE, user
should enable the PoE function from the Web Management. Please refer to the SCB Interface (PoE

port).

How to power the IP Camera
Please go to SCB Web Management to enable the PoE function.
e Type http://IP_address in your browser (the default IP address is http://192.168.10.1/)

e Key in the user name and password in the login screen. The default username and password
is admin.

e After you click OK, the Welcome page of the web-based management interface will appear.

¢ On the left side you can see the list of software features, on the right side — available settings.

¢ Go to PoE -> PoE Control, enable the PoE System and configure the Power Budget. Then at
the PoE Port Configuration, choose the port that user wants to use and enable it. Don’t forget

to set the Power budget. Click Submit to apply the function.

11



PoE System Control

Power Budget (W) 210
L s
PoE Port Configuration
Port Mode Powering Mode Budget{W) Priority
1 B02.3af v ||/[15 Critical v
2 Enable ¥ B02.3af v | |15 Critical v
3 Enable v 802.3af ¥ | [[15 Critical v
4 Dissble v B02.3af | [[152 Critical v

i) o)

e After that, go to the PoE Status, and user will see the PoE is delivered.

PoE Status
Port  Mode Status Class  Budget(W) Consumption{W) Voltage(V) Current{A)
1 Enable on 15 53.3 0]
2 Enable Off 15 0.0 0.0 ]
3 Enable Off 15 0.0 0.0 a
4 Disable off Class0 15 00 0.0 0]

e Don’t forget to save the configuration every time user made any changes.

[ Save [= Logout ('3 Reboot

Save

Do you want to save configuration to flash?

12



2.2.7 HOW TO INSTALL THE ANTENNAS
The SCB1200 Series is supported with Industrial 5G/2.4G 802.11ac/n Wi-Fi 2T2R Module and
Industrial LTE Cellular Module. The LTE and GPS Antenna have been installed on the top of case

(Please refer to the Back Panel interface).

T = =2 =

LTE+GPS

Antenna “\
Ventilation = O e%@** Two N-type Antennas
=~ For WLAN

~

For the Wi-Fi Antenna, 2x N-Type Female Antenna sockets are provided on the top of case and user
need to screw the External Omni Antenna.

The antennas have to be gently screwed on the connector. Do not force the antenna; if you need too
much strength to screw it is probably being installed in a wrong position. If you have any reception

issue with 4G or GPS, please contact our sales.

13



2.3 HOW TO GET INTERNET CONNECTION

The SCB Series 1200 is equipped with 2 SIM Card slot inside the box.

Nano SIM Card Slot

There are two SIM Card Slots are used to insert the cellular card, they

are located under the SCB cover. The SIM card is supported

redundant SIM. To get the internet connection, please insert a

cellular card with the internet service.

Warning: Be careful when install the SIM Card, wrong
installation procedure will cause damage. Make sure the

SIM card facing the correct position.

User can go to the Web GUI to the Cellular Status and check if LTE connection has established. Then

try to ping 8.8.8.8. Please make sure if the user’s computer or laptop IP Setting is on the same subnet

with the SCB.
Cellular Status Cellular Setting SIM Setting
Cellular/ETH-WAN Redundancy |Disabled v
Cellular1
Modem Status Mormal
Interface Status Enzhled
Network Search Mode Auto
Current S5IM index 1
Provider T-STAR
APN internet
Service Type E-UTRAN
IMEI 261107033833733
Signal Strength -79 dBmi{Geed)
SIM Status SIM Ok
Connection Status Connscted
IP Address 10126241 172

14



3. GET CONNECTED TO THE CLOUD PLATFORM

The aim of this chapter is to introduce the user to the WoMaster Cloud platform functionality. This
section will help user to connect the SCB1200 Series to ThingsMaster or third party cloud platform,

AWS and Microsoft Azure.

3.1 THINGSMASTER (PRIVATE CLOUD)

3.1.1 ESTABLISH THE THINGSMASTER CLOUD SERVER
1. Download and install VMware Workstation Player.
Please click the link below.

https://my.vmware.com/en/web/vmware/freeftidesktop end user computing/vmware workstation

layer/14 0

2. Download the server file from our website. (https://www.womaster.eu/)

Go to support -> Software & Literature
3. Open a Virtual Machine from disk and import.
Note: Ignore the warning message, check “Do not show this message again” then click Retry.
4. Configure network adapter of ThingsMaster VM to make sure that the laptop or the computer
can ping the Virtual Machine.
® Go to Player -> Managed -> Virtual Machine Settings

Choose the Network Adapter

® Set the Network Connection to Bridged
(] Click Configure Adapters
[ ) Select the Network Card that user used, user may choose either Wireless or Ethernet
connection.
Virtual Machine Settings [ ez |
Hardware | Options
Device Summary Device status
i Memory 1GB Connected
[ Processors 1 Connect at power on
\iHard Disk (SC5I) 10GB
c . 04 Hetwork connection
Wi Network Adapter Bridged (Aummahc]i I ® Bridged: Connected drectly to the physical network. |
USE Controller Present [ Replicate physical network connection state
B Display Auto detect
(o Bridging Settings ] () NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
Selgct ihne Pliosbt r:jetwork adapter(s) you want to () Custom: Specific virtual network
automatically bridge:
YMnetD (Auto-bridging)
[ Microsoft Virtual WiFi Miniport Adapter #2 ) LAN segment:
I [ Microsoft Virtual WiFi Miniport Adapter
[ intel{R) Dual Band Wireless-AC 8260
V| Intel(R) Ethernet Connection 1219-V
LAN 5 ts... | | Advanced...
[ virtualBox Host-Only Ethernet Adapter
[ Mpcap Loopback Adapter
[ oK J [ Cancel ] [ Help
\ —
——

oK ][ Cancel ][ Help

15
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5. Start the Virtual Machine, wait till the starting process is done.

0 Thingehaster 0.5 - hosre iarkataticn L& Playar (Pian-<omeercial e ool R
= =

Flayer = - -

the dumswy interface sodule. ..

input error:

6. Open a web browser to Login to Webmin by SSL in order to change some VM configurations.

Default: https://192.168.10.101:10000

User Name/Password: user/user

&S Webmin

You must enter a username and
password to login to the server on
192.168.10.101

&  use
a

Remember me

16


https://192.168.10.101:10000/

7. Configure the IP address and Gateway (optional). Select ‘eth0’ to change IP address and add
default gateway if needed.

Go to Networking -> Network Configuration -> Network Interface -> Click ethO

Edit Bootup Interface

Boot Time Interface Parameters
Name ethg
Activate at boot? ® Yes No
Mo address configured

From DHCP
From BOOTP
1Pv4 address 1Pv4 address 197 16310101
® Static configuration MNetmask 255 265 255 0

Broadeast Automatic ®  192.168.10.255

& |Pvb disabled

From IPv6 discovery

1PV addresses IPv6 address Netmask
Static configuration
64
MTU # Default
Virtual interfaces 0 (Add virtual interface)
Hardware address * Default

& Save © Save and Apply

8. Configure Date & Time of the ThingsMaster Virtual Machine.
Please adjust the time and change time zone of the VM first. User can configure it from the Webmin
interface. Go to Hardware -> System Time -> Set Time -> Change Time Zone

Set the System time according to the hardware.

System Time

Set time Change timezone Time server sync

This form is for changing the system's current time, which is used by all running processes. On operating systems that have a separate hardware clock, it can be used to set that
too.

System Time
Date 17 v Month August v Year 2018 -~

Hour 6 ¥ Minute 19 v Second 40 v

I Set system time according to hardware time

Change the time zone to current user’s time zone.

System Time

Set time Change timezone Time server sync

This form allows you to setthe system's default time zane, which is used 10 convert the system time to a human-readabla fermat and
offsel

Time Zone

Change timszone to Asia/Taipei v

17



9. Adjust time setting of SCB1200
ThingsMaster server has already enabled the NTP service; user can synchronize the system time of the
device by using NTP client.

e Enable SCB1200 NTP from WEB GUI-> System-> Date and Time -> Enable the NTP Client ->

choose the Manual IP -> enter the server IP Address (192.168.10.101)

Date and Time

Current Time Yr2018 |Mon[s  [Day[s  |Hr[11  |Mn[29  |Sec(3t

et PC Time
TimeZone | (GMT+08:00)Taipei 2
NTP ¥ Enable NTP client update

NTP server '-t'imr:.g_cogle.com - Google Public NTP r|

i)

10. Configure the SCB1200 WoM loT

e Enable WoM loT service

Note: Please use ‘mqtt/demo2’ as the MQTT topic and do not change it in this demo kit.

i AWSIOT  AzureloT ~ WoMIoT  Modbus Device
Ethernet Port
PoE
QoS WoM loT
Multicast %
Redundancy =

; Enable v
Serial
GPS loT Server [192.168.10.101
Security
Warning Client ID schi200abc
Diagnostics i E— ~
loT s+ %?J?;r Publish |mgit/demo2
Backup/Restore

Firmware Upgrade
Reset to Default

18



11. Open the web browser and type the ThingsMaster server IP Address (192.168.10.101).

Forgot your password?

Enter the username/password: user/user

3.1.2 HOW TO ACCESS THINGSMASTER OUTSIDE THE FIREWALL/NAT

WAN LAN
a IP: 192.168.10.100
NAT/
Firewall

.

1P:192.168.10.102

e Add Firewall Rule to the router device that the user used :

Forward “WAN IP”:80 -> LAN: 192.168.10.101:80
Forward “WAN IP”:554 -> LAN: 192.168.10.102:554

e Modify Alarm (CO2 Alarm Dropdown list -> Edit)

Update “YOUR WAN IP” according to the network environment.

Alarm serves
Threshold 'value

Fonl Colar:

Fonl Sin
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e Modify IP Camera (Stream Dropdown list -> Edit)

Update “YOUR WAN IP” according to the network environment.

20



3.1.3 ADDITIONAL THINGSMASTER CONFIGURATION
Audio/VolP configuration: modify the IP address of the Device & ThingsMaster.

Set the value from the Voice Switch setting panel. Click the drop down list -> Click Edit.
88 Demo Site -

Time COZ Alarm
T« W01 F

aster  oaa Current Threshold 1000

Stream 2 Hurmidity

r* Share

risp./ladmin. kG663 686@ 152 | astion | © Mo

O Remowe

Set the value of Device IP based on the IP Address of the SCB1200.
MIC ON URL:
http://DEVICE_IP/goform/form_play_audio?server|lP=SERVER_IP&serverPort=8554
MIC OFF URL:
http://DEVICE_IP/goform/form_stop_audio?

L 2% Demo Site

Voice Switch -

Switch Button Panel Ganeral Optlona

MIC ONLRL idio?servenP=102.

MIC OFF URL hitp:f192.168.10.1/q¢ mSform_stop_audic?

Usarmasme

21



Add the SoundCard hardware to Virtual Machine configuration.

Because the default setting does not include the SoundCard hardware, then user need to add it. Add
the soundcard hardware, so user can use any kind of microphones to make a sound through the Voice
Switch feature.

Hardware Tab -> Click Add button -> Choose SoundCard -> finish.

Virtual Machine Settings !

Hardware. | colies AddHerdwereWizard 1
Device Summary Hardware Type
W Memory 168 What type of hardware do you want to install?
[ Processars 1
(=AHard Disk (SCST) 1068
“)CD/DVD (SATA) Using file ThingsMaster_v0.4) | Hardware types: Explanation
Network Adapter  Bridged (Automatic) Efard Disk Add a sound card.
USB Controler Present ) CD/VD Drive
Blisplay Auto detect Floppy Drive
FENetwork Adapter
=] N
[Wsoundcara |

L4 Parallel Port

Serial Port

= Printer

Generic SCSI Device

Cancel

) The virtual machine will use up to 256 MB of this memory for
graphics memary. You can change this amount in the Display
settings page.

ok | [ cancel |[ Hep

After user added the SoundCard hardware, please restart the Virtual Machine.

Test the Audio/VOIP

The ThingsMaster dashboard provides the Voice Switch button. To activate the VOIP feature please

switch the ON/OFF button.

Voice Switch

22



3.1.4 DEFAULT VALUE

Default settings for ThingsMaster:

IP Address: 192.168.10.101

Netmask: 255.255.255.0

Default Gateway: 192.168.10.100

ThingsMaster Web Dashboard User/Password: user/user

Webmin User/Password: user/user

Default settings for SCB1200 Series:

IP Address: 192.168.10.1

Netmask: 255.255.255.0

Web GUI User/Password: admin/admin

IP Camera:

IP Address: 192.168.10.102

23



3.2 AWS IOT (PUBLIC CLOUD)

3.2.1 HOW TO CONNECT THE SCB1200 SERIES TO AWS
® Create and login to AWS account.

() Select AWS loT Services - loT Core —

Internet Of Things

0T Core
loT 1-Click
10T Device Management
10T Analytics
Greengrass

Amazon FreeRTOS

loT Device Defender

() Go to Manage - click Thing. Create a “Thing”.

+ R
2
o G awsir Things Grd v O Searchthings m -
©)
]
+ Monitor ®
5CB1200-1 es  5CB1000-0002 oo
Onboard NO TYPE NO TYPE
Manace < 5
SCB1000 o0

Types

NO TYPE

Groups
Jabs

CREATE A THING

Greengrass

Add your device to the thing registry

Secure

Act

Test

[ This step creates an entry in the thing registry and a thing shadow for your device.

Settings - Name

-] @ Feedback (@ English (US)

SCB1000-0002|

% 1AM Management Console IBELLICHE
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® Create and download key to your SCB.

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This v
authority.

Create with C5R

Upload your own certificate signing request (C5R) based af

Use my certificate

Register your CA certificate and wse your own certificates |

Certificate created!

Download these files and save them in 2 safe place. Certificates can be retrieved 3t amy time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:
[ e |
A certificate for this

e Deaad 93995 cort perm Download
k) ——
A public key Deaad93595 publickey Download

A private key Deaad93995 privatekey -

You alsa need to download a root CA for AWS ToT:

A roat CA for AWS loT Downlaad

Cancel Dane Artach a policy

Certificate, private key, root CA is necessary. Public key is used by AWS server to authenticate

with private key. The public key and private cannot be downloaded back after the user close

the page. Policy can be added later

® Get the Target host to connect with the SCB

Go to Manage -> Things -> click the device name -> Click Interact

Copy the HTTPS link to update user’s Thing Shadow using this Rest APl Endpoint.

&

SCB1000-0002

NO TYPE

Actions ~

Details This thing already appears to be connected. Connect a device
Security
HTTPS
Groups
Shadow

Update your Thing Shadow using this Rest APl Endpoint. Learn more

Interact
Activity

b
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[ ) Connect the SCB1200 to AWS

Copy the link and paste on the Target Host field at the AWS loT page.

Home = loT > AWS loT

System -

B AWS loT Modbus Device

PoE

QoS AWS loT

Multicast

Redundancy

Serial Enable ]

Er Target Host a278ridcdayuys.iot us-west-2.amazarjajy

Wireless LAN

Security Port 443

Warning i SCB1000-0002

Diagnostics Client ID i

loT »» My Thing Name SCB1000-0002

Backup/Restore

Firmware Upgrade AWS Root CA Load ete

Resst to Dafault AWS Certificate file  Load ete
AWS Private Key file  Load ete

S J o

° Add the Modbus Device parameter to Modbus Logging field to register the sensor. Go to

Modbus Logging Section.
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3.2.2 HOW TO CHECK THE DATA IS UPLOADED TO THE CLOUD
° Go to Thing -> Click shadow

In this page, user may see the value from each sensor that is used by the user.

SCB1000-0002

NOTYPE .
Actions ~

Details Shadow ARN
A shadow ARN uniguely identifies the shadow for this thing. Learn more

I Shadow arn:aws:iot:us-west-2:8083737082021: thing/SCE1808-0002

Activity Shadow Document
) Delete Edit

Last update: Aug 3, 2018 3:22:02 PM +0800

Shadow state:

® User may use other visualization methods by using AWS ElasticSearch & Kabina to display

and to monitor the data.

3.3 MICROSOFT AZURE 10T

3.3.1 HOW TO CREATE 10T HUB
To register the SCB device in Azure Portal, user has to follow the guide “Get started with Azure loT
Hub for

Java”: https://azure.microsoft.com/en-us/documentation/articles/iot-hub-java-java-getstarted/.

The guide explains how to create an IoT Hub and a device entity. It is important to annotate the
connection string generated after creating the device entity. User will need this parameter later for

the SCB1200 configuration (WoM loT Configuration).
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3.3.2 CONFIGURE THE SCB1200 AS A MQTT CLIENT
In the Microsoft Azure Portal, go to loT Hub menu and select:
Devices > myCreatedDevice > Shared access policies > iothubowner > Connection string - primary key

User has to annotate the value of this field.

1. Get the connection string. Click the loT Hub -> Shared access policies

Al services B Oelete

Rescurce group (hanas

w bazure-devcesnel

N Overview
Pricing and scale tiee
F1. Free
- B sty log
Sz Murnber of lT Hub wnits
Al resaurees il Access eontrol [JAM] :
& Tags
Subseription D
T5f261eb 284844079873 20a0cb4T Han
Duents
sETTINGS

Shared actess pibiies e o "
to provision millions of

.-h‘: l"_"l MNeed a w
> [\'z\:} dies?

Service enables zerc-
& right laT hub
n

B Cpertions monitaring

houst requiring Fuman inters

3+ IPFilter

B Cenifeates

IS Preperties

v v Want to learn maore al

8 Locks

£ loT Hub?

heck cut loT Hub documentas
ieT Hub 1o connect, mandni
Internet of Things assets

B Automation script

BXPLOSERS

B Query explorer

B ol dences Q We'd love your feedback!

Your valuable ferdback wil help us to better

2. Click registryReadWrite -> copy the Connection string---Primary Key.

(S Discard  {) Regenerate keys

3 Oenview .
(D 17 s prmisions o et s o coch T s Permisions it e s an T b b
B Actvity log

Permissions

i Access control (1AM)

& s
Poucy PERMISSIONS
Events
iothubovmer registry write, service o
ST senvice service connect
Shared access policies o PRI
® Pricing and scale reghtiyRead regisiry read Shared access keys
Primary key
B Operations manioring R, % i R )
o Secondary key @
iter FA35NIP3n/U0Jtw3tAnE~ AdrolinyFloFacQiGrlTw:

A Certificates

IS Properties

J
et :
& Lodks @

@ Automstion script

Monitor

BELORES
B Query explorer

Security Center B (of devices
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3. Download and install the Azure Device Explorer to generate the SAS Token. Go to this link to

download the
software: https://github.com/Azure/azure-iot-sdk-csharp/releases/download/2018-3-13/SetupDevi

ceExplorer.msi

Assets

M SetupDeviceExplorer.msi

[f] Source code (zip)

[£] Source code (tar.gz)

4. Paste the Connection String --- Primary Key to the loT Hub Connection String box. Then type the

Protocol Gateway HostName and click Update. In the end, generate the SAS Token.

a5 Device Explorer Twin

Configuration Management Data Messages To Device Call Method on Device

Connection Information
loT Hub Connection String:

HostName=wom-iothub.azure-
devices.net;SharedAccessKeyMame=registryReadWrite;SharedAccessKey=6BUdLD 7lxk JJi1Ypo 7071

XWkDkuXG/fiwx7e OVFYf3Fg=

Protocol Gateway HostName:

wom-iothub

Update

Shared Access Signature

Key Name registryReadWrite
KeyValue |6BULD7Ixk.Jij1Ypo707WkDkuXGliwx7eOVFYFIFg=

Target | wom-iothub.azure-devices.net

TTL(Days) 365 : Generate SAS
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5. Configure the MQTT Client from the Web GUI. Enter the value based on the loT Hub setting.

System :
Ethernet Port AWS loT Azure loT Modbus Device
PoE

QoS Azure loT

Multicast

Redundancy .

Serial Enable 1

e loT Hub wom-iothub_azure-devices.net
Security : -

Warning Port 18883

Diagnostics T

l6F s Client ID |scb1200
Backup/Restore SAS Token SharedAccessSignature sr=wom-iothub.
Firmware Upgrade o

Reset to Default Root CA Load

e

Please find the Root CA through this

link: https://github.com/Azure/azure-iot-sdk-c/blob/master/certs/certs.c

3.3.3 CREATE STREAM ANALYTICS & OUTPUT TO POWER BI

1. Add the Stream Analytics. Go to “Create a resource -> Internet of Things -> Stream Analytics job”

Azure Marketplace Seeall  Featured

Get started .xl
o

Recently created

IoT Hub
Cersteew (8) Use existing
Compute 18T Hub Device Provisioning Service
Netwarking
Storage IS Event Hubs
Wab =y tuterial
Mok Time Series Insights
Contaners Quickstart tutorisl
Databases
Analytics
A1+ Machine Learning
Intemat of Things
Integration
Security
Identity

Developer tools

Metification Hub
Managermant Tools i cunl

Software as a service [5aaS)

HbInsght

Blockehain i
Cluickstart tutosisl
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2. Add the Stream Input. Go to the stream analytics and find the input stream, then click it.

Dashboard

Al res

App Servic
® sal databases

Function Apps

virtual networks

& Azure Active Dir

@ Ccost Management + B...

s Help + support

wom ream
AW st o
«
Overview
B acthitylog

ali Access control (1AM)
& Tage

X Diagnose and solve problems

seTINGS

8 Llocks

108 T0POLOGY
nputs

B Functions
Query
Outputs

conmGURE

7 Scale

<ale

@ Error poliey

i Compatibility level

Inputs
0

Empty

Outputs
0

Empty

Monitering

3. Add the Stream Input for user’s loT Hub.

Create a resource

All services

Dashboard

All resources

Resource groups

App Services

QL databases

Function Apps

P Azure Cosmos DB

Virtual machines

Load balan:

Storage accounts

Virtual networks

loT Hub

Blob storage

== Add stream input

| EventHub

= 2dd reference input

SOURCE TYPE
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B @® > @ &

Send feedback

Creat

sdlay, June 27, 2018 112

Wed

Started

Last output

Hosting environment
Cloud

[YourQutputalias]
OM

[VourInputalias]

Resource utilization

SOURCE

staneliut

stoneliu1025@gmail....
FRE#R

mail,
i &
* X
Edit query
»




4. Set the parameters for the Stream Input. Then click Save.

Create a resource
All services o Add stream input e Add reference input
NAME SOURCE TYPE
Dashboard | Empty
All resources
Resource groups
App Services
SQL databasi
Function Apps
P Azure Cosmos DB

Virtual machines

Virtual networks
Azure Active Directary
@ Monitor
@ Advisor
@ security Center

O Cost Management + B...

loT Hub X

Mew input

stoneliu1025@gmail....
jiii=i

* Input aliss

wom-iot-input ~

) Provide IoT Hub settings manually

Select loT Hub from your subscriptions

Subscription

EETAE ~
IoT Hub @

wom-iothub ~
Endpoint @

Messaging ~

Shared access policy name @
iothubowner ~

Consumer group @
$Default ~

* Event serialization format @

JSON w
Encoding @
UTF-8 ~

Event compression type @
None ~

.

5. Add the Stream Output. Click the output section. Then Add the Power Bl output streaming for the

visualization.

& s
Event Hub
s
SQL Databsse
Dashboard
Elob storage
All res:
Table storage
b Senvice Bus topid
App . Service Bus queue

L databa: Cosmos DB
Power BI
Function Apps e oy
<

Azure Cosmas DB

Virtual machines
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6. Set the parameters for the Power Bl to link the Data Streaming, input the dataset and the table

name then authorize the setting.

Al services

siNK
Grou pace
Dashboard Aut onnection to load workspaces -
Datase!

Al datasetd] |

Authorize connection
You'll need to autherize with Power BI to configure your output settings.

Fosoft Power Bl account yet?

Note: You are granting this output permanent sccess to
your Power Bl dashboard. Should you need to revoke this
‘access in the future you can do one of the following:

1. Change the user account password.
2. Delete this cutput.

3. Delete this jobs.
Virtual

7. For the Power Bl Authorization, make sure that user has the Power Bl account (go

to https://powerbi.microsoft.com/en-us/ then free sign up)

B AERIES - Microsoft Edge _ o x

& httpsy//login.microsoftonline.com/common/oauth2/authorizeclient id=66f1e79

Microsoft Azure

B Microsoft
B

somecne@example.com 1 |

T

ERFRUEIRRIS?

©2018 Microsoft  (EFEIRE  [SfAEE Cookie .«
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8. After the authorization is successful then click save to keep the output stream.

Search res vices. and doc . LD SRE RN TANG B
X
Dashboard My workspace v
Al resources .:“n;;m ‘
‘
SQL databases Currently authorized as Stone Liu (stone/@taczenet.com)
R
Function Apps You'll need to authorize with Power BI to configure your output settings.
Virtual machines Note: You are granting this output permanent access to
oad balancers aceess in the future you can do one of the following:
. Change the user account password.
‘ J 1. Ch: the it
l Storage 2. Delete this output.
3. Delete this job.
Virtual networks
Advisor
9. After finishing create the Input and Output Stream, now configure the query for the input and
output data flow. Please follow this section.
= ) '.lunv\u\i:‘l.\@uu‘\:i\a\;h &
X

Hime Oscud @ Test

Need th your queny? Check out some of the most m Analytics query patterns here.
- & Inputs (1) leed help with your queny? Check out some of the most common Stream Analytics query pattems he

L SELECT
3 INTO
Al reso o3 Ot (1) a [wom-iot-output]
5 FROM
Resource groups Q) wom-iot-output 6 [wom-iot-input] H

ap
¥ 0L databases

Function Apps

tual machines

Load

Storage accounts

virtual networks

Azure Active

Monitor

e put i lags that are in a potentially different geography
juage construt:

Vour query c

Missing som )

us know! (Pewered

Management + Billing

Help + support
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10. After that, run the streaming by click the start button.

W Delete

e Access control (IAM)

Resource groups @ g

X Diagnose and solve problems

App Services
73-308i0cb473f8a

databases seTTNGS

Function Apps B lods Inputs Query
1 -
108 ToROLOGY
wom-lot-input
Inputs
B Fun
Outputs
Query
Storage 1
Outputs wom-lot-output
ual ne
conriGuRe
Azure Active Dir
7 Scale
Moritor
Locsle
Menitering

ering

5t Ma rent + Billing

Help + support

5 FROM

wam-kat-cutput

s Men

Y Cals .
seaie

CUTRUT EVINTS B

BT BP0 O
705 v]
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INTO
[wom-iot-output]
FROM
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» Resource utilization

L SELeL)

1 INTO
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{wom-fot- nput]

» e
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Edit query




3.3.4 GENERATE THE POWER Bl APPEARANCE AND DASHBOARD.

1. Configure the Power Bl to convert the data streaming to a better visualization.

Power Bl . My Workspace =R o L2 ?7 @ .

Create
Favorites
Recent
Dashboards Reports Workbooks Datasets Showing 1 item(s}  Name (A-Z) v
B apps
NAME ACTIONS LAST REFRESH NEXT REFRESH API ACCESS.
& Shared with me _
dataset01 2018565270 FF01:11:00  N/A Hybrid

Workspaces

. My Workspace

https://go.microsoft.com/fwlink/?linkid=835715

71 GetData

2. User may generate the streaming by create a diagram to draw the streaming result from the sensor.

s dataset01 7 B | B |7 @ .
File View v Reading view B explore A7 Textbox G Shapes 3 Buttons [ Visual interactions © Refresh [ Duplicate this page 15} Save
{ Favorites

D Recent

o]
EventEnquew...
[

= Humadity
IoTHub
Partitionld

Shared with me

Workspaces

EventEnqueuedUtcTime
Tempersture

Aversge of CO2

FILTERS

hitpsy/go.microsoft.com/fulink/linkid=839715

A GetData Paget [

36



3. User can arrange the dashboard for better appearance.

DRILLTHROUGH

Keep il oF O—
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3.4 SERIAL SETTING AND MODBUS LOGGING

» Configure the Serial and Modbus from the Web GUI (ThingsMaster, AWS and Azure)

* Serial
e Set the value for Serial 1(Interface: RS485-2w, Baudrate: 9600, Force TX Length: 1024)
e Click Submit

Home > Serial = Seriall

System

Ethernet Port Serial1 Serial2

PoE : .

QoS Serial Port 1 Settings

Multicast

Redundancy Basic Settings

Serial ==

i Interface [R5485-2w v

Security

Warning Baudrate 9600 v b

Diagnostics Parity TNONE =

IOT - V. -

Backup/Restore Databit & bits ¥

Firmware Upgrade . =

Reset to Default Stophit | One Stopbit z
Flow Control [ NONE v
Terminal Resistor _DISABLE hd

* Modbus

* Enable the Modbus Logging

¢ Add the Modbus device that is used (Name: CO2/Temperature/Humidity, Slave ID: 1, Address:
C0O2 (562) / Temperature (564)/ Humidity (566), Function: 03 Read Holding Registers).

¢ Click Submit

Note: The Name of the device is case-sensitive and should not be changed in this demo kit.

oyt AWSIoT  AzureloT ~ WoMIoT  Modbus Device
Ethernet Port
PoE .
QoS MODBUS Logging
Multicast
Redundancy .
Serial Modbus Logging ¥ Enable
GP3 Name |Ex coz 'T'emperature_
Security = 2
Warning Slave ID [Ext
Diagnostics T ]
Ex:1
16T Address X | L\\)
Backup/Restore Function | 03 Read Holding Registers ¥ |
Firmware Upgrade =
Reset to Default Data Type 1L Y

Modbus RTU Slave Tag List

Select Name e | s | (I %“D": Edit
coz 1 562 03 uintz2 | NE
Temperature 1 564 03 uint32
Humidity 1 566 03 uintz2 || ETS y
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