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About This Manual

This user manual is intended to guide a professional installer to install and to configure the NetMaster. It
includes procedures to assist you in avoiding unforeseen problems.

NOTE:

Only qualified and trained personnel should be involved with the installation, inspection, and utilization of
this software.

Disclaimer

WoMaster reserves the right to make changes to this Manual or to the product hardware at any time without notice.
Information provided here is intended to be accurate and reliable. However, it might not cover all details and
variations in the equipment and does not claim to provide for every possible contingency met in the process of
installation, operation, or maintenance. Should further information be required or should particular problem arise
which are not covered sufficiently for the user’s purposes, the matter should be referred to WoMaster. Users must be
aware that updates and amendments will be made from time to time to add new information and/or correct possible
unintentional technical or typographical mistakes. It is the user’s responsibility to determine whether there have
been any such updates or amendments of the Manual. WoMaster assumes no responsibility for its use by the third
parties.

WoMaster Online Technical Services

At WoMaster, you can use the online service forms to request the support. The submitted forms are stored in server
for WoMaster team member to assign tasks and monitor the status of your service. Please feel free to write
to help@womaster.eu if you encounter any problems.
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1. INTRODUCTION

1.1 OVERVIEW

The NetMaster Industrial Network Management System software is designed for network device discovery,
configuration, auto topology, real time monitor, and diagnostic. It secures network devices, physical links and
resilient network in mission critical industrial networks. The NetMaster manages device configurations, firmware
versions and upgrades, fault alert and event logs. A server client operation is designed to ensure network reliability
in large scale network up to 2000 nodes including wireless and 3rd party compliant devices. It can be freely

download for 20 nodes trial.
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Model Name Description

NetMaster-20 Industrial Network Management System software with a free license for 20 nodes

Industrial Network Management System software with a license for 50 nodes
NetMaster-50

NetMaster-100 Industrial Network Management System software with a license for 100 nodes

NetMaster-250 . . . .
Industrial Network Management System software with a license for 250 nodes license

NetMaster-500 Industrial Network Management System software with a license for 500 nodes license
NetMaster-1000 Industrial Network Management System software with a license for 1000 nodes license
NetMaster-2000 Industrial Network Management System software with a license for 2000 nodes license




1.2 KNOWN RESTRICTIONS OR LIMITATION

The ERPS main screen indicates that the "dotted line" of the detected connection between the DUTs is incorrect.
Open NetMaster then insert LAN port, the LAN interface hasn't updated.

When Firmware writing, the status will show error display.

Event log show error display when user changes the language.

Can't do multi-device refresh, ping & telnet if don't login edit mode.

More than 500 sets, can't sweep all machines at once.

There is no way to change/add MIB value if the type is table view.

1.3 MAJOR FEATURES

Below are the major features of NetMaster:

Automatic discovery and intuitive visualization of network devices, wireless devices, physical link and network
topology

Real-time status of device availability and traffic performance for physical links

Server-client operation to ensure network system reliability especially in large scale networks
High scalability for up to 2000 network nodes

MIB compiler and MIB browser for private MIBs and MIBs of 3" party device

Fault Alert and event logs including source IP filter, network error, login record and warning
SNMP Trap receiver for all or specific IP addresses

Multi-language support including English, Chinese & Russian



2. NETMASTER INSTALLATION

2.1 SYSTEM REQUIREMENTS

CPU: Intel Core i5
RAM: 8GB

[ J

[ J

[ ] HD space: 1GB
[ ) 0OS: Windows 7 or Windows 10
([ ]

LAN: 100MB or 1000MB Ethernet LAN card

Windows Vista/7/8, Windows Server 2008/ 2008 R2 notice:

Turn on telnet system commands

Telnet Information *

Telnet is not installed

This is a limitation of OS (Windows Vista/7/8, Windows Server 2008/2008 R2), telnet client can't be executed correctly

Please refer to the following steps :
Turn on Telnet client :
method 1 : Start - > Control Panel - > Programs - > Turn Windows features on or off - > Select Telnet Client - > Click OK
method 2 : Start - > Control Panel - > Programs and Features - = Turn windows features on or off - > Select Telnet client - > Click OK

method 3 : Start - = Control Panel - = Uninstall or change a program -= Turn windows features on or off -= Select Telnet client - > Click OK

For 64-bit Windows, the other steps may be required
Copy %WinDirds\System3 2\telnet.exe to %WinDirde\sys\Wowbd',

Turn on Telnet client:

Method 1: Start -> Control Panel -> Programs -> Turn Windows features on or off -> Select Telnet Client -> Click OK
Method 2: Start -> Control Panel -> Programs and Features -> Turn windows features on or off -> Select Telnet client
-> Click OK

Method 3: Start -> Control Panel -> Uninstall or change a program -> Turn windows features on or off -> Select
Telnet client -> Click OK

For 64-bit Windows, the other steps may be required:

Copy %WinDir%\System32\telnet.exe to %$WinDir%\sysWow64\

NOTE: When user upgrades the software from V1.0~V1.3 to V1.4, please use the uninstall procedure. Then install
the V1.4 from the beginning.



2.2 INSTALLATION

This chapter contains information on NetMaster installation procedures.

STEP 1: Download the NetMaster installation file to computer (https://www.womaster.eu/ download.php). Extract

the file and to run the setup program by double clicking the NetMaster-vX.X.exe icon.

STEP 2: Click the installer file, and a warning message from Windows about User Account Control will appear then

click Yes.

.

[T 5 - g ,‘!—"!
%) User Account Control ==

- Do you want to allow the following program from an
ur known publisher to make changes to this computer?

Program name:  NetMaster-v1.0.exe

Publisher: Unknown
File origin: Hard drive on this computer
(v) Show details Yes | No 7

Change when these notifications appear

STEP 3: A preparing to install form will appear and wait till extracting the NetMaster.msi file is complete

MetMaster - InstallShisld Wizard

Preparing to Install__.

Methd azter Setup is preparing the InstallShield “Wizard, which
will guide you through the program setup process. Please wait,

Estracting: Methd aster.mai

——

Cancel



https://www.womaster.eu/%20download.php

STEP 4: Click Next to install NetMaster installer.

: |
Methaster - InstallShield Wizard _

Welcome to the Install5hield Wizard for
MetM aster

| B3

The InstallShield “Wizard will install Methd aster on pour
computer. To continue, click Mest.

< Back Mext = ][ Cancel

STEP 5: Read the License Agreement carefully, and then click | accept the terms of the license agreement. Click Next

to continue.

Metiaster - InstallShisld W'lzard_ u

License Agreement

Pleaze read the following license agreement carefully.

with the termz and conditions of thiz agreement. 'ou agree that upon such termination you -
will destroy all copies of the Software and related documentation.

IM MO EYEMT SHALL CUSTOMER, 0WHNER, OR THEIR REFRESENTATIVES OR
SUFPLIERS BE LIABLE FOR AMY SPECIAL, INCIDENTAL OR CONSEUUENTIAL
DAMAGES [INCLUDIMG, BUT WOT LIMITED TO, LOST PROFITS, LOST BUSINESS
OR LOST OPPORTUNITY] ARISING OUT OF ¥OUR USE OR IMNABILITY TO USE THE
SOFTWARE, EVEN IF CUSTOMER. O%WMER. OR THEIR REPRESENTATIVES OR
SUPPLIERS HAWE BEEM INFORMED OF THE POSSIBILITY OF SIUCH DAMAGES.

Some junsdictionz do not allow the exclugion or imitabion of incidental or congequential |i|
damages zo the abowve limitation or excluzion may not apply to you, -

@ | accept the terms of the license agreement

11 do niot accept the terms of the license agreement

InstallShield

| < Back ][ MHest » ][ Cancel ]




STEP 6: Fill the Customer Information form User Name and Company Name, and also choose for who user install the
application for. After that click Next to continue.

Methaster - InstallShield Wizard

Customer Information l\'

Fleaze enter your infarmation.

I ger Mame:

Tohan

Company Mame:

Wwiohd aste]

Inztall thiz application far:

@ Anyone who uses this computer [all users)

() Orly for me [vohan)

IztallShield

< Back ][ Mext > ][ Cancel

STEP 7: Select the type of setup, Compact for installing the NetMaster Viewer only as a client or Typical for installing

both NetMaster Server and Viewer, then click Next to continue.

T
Methaster - InstallShisld Wizard u
Setup Type
Select the zetup type that best suits pour needs.
Click. the type of setup pou prefer.
Compact Diezcription
_ Install Mettd aster Server and
Wiewer |
InztallShield
¢ Back ]l Mest = I ’ Cancel




STEP 8: Verify that all of the information are correct, and then click Next to continue.

MetMaster - InstallShisld Wizard

Start Copying Files
Review settings before copying files.

Setup has enough information to start copying the program fles. [F pou want to review or

chahge any settings, click Back. |f you are satisfied with the ettings, click Mest to begin '
copying files.

Current Settings:

SetupType -
Typical: Install Methd aster Server and Wiewer

TargetDir
Floader: C:\Program Files [#86]\ ok astersM ethd azter',

|szer Information

Mame: Yohan
Compaty: ‘wokdaster

L | b

Inztalls hield

< Back ][ M et > ][ Cancel

STEP 9: Wait while the program is installed.

Methaster - InstallShield leard_

Setup Status ]'1_

Methd azter iz configuring pour new software installation,

|miztallS hield

Cancel




STEP 10: Click Finish to complete the installation.

Methdaster - InstallShield Wizard e o

InztallShield Wizard Complete

The InstallShield ‘Wizard has successfully installed Methd aster.
Click, Finizgh to exit the wizard,

< Back Cancel

STEP 11: To open the user interface of the NetMaster, click Start > Programs > NetMaster

— — e

) iCloud *

| Intel Carporation

J iTunes

, IWIS-4200 Station

| Java

| KeepVid

, KOPLAYER

, LIME

. Mcafee Security Scan Plus

, MG-SOFT MIB Browser

| Microsoft Office

. Microsoft Power Bl Desktop

, MetMaster —
m MNetMaster Viewer
m MNetMaster
Mao-IP DUC

Motepad++

After that the NetMaster interface will appear. When the software is ready, user may click the Edit Mode and enter

the default password “admin” then the list will show up some devices that detected by the interface.



2.3 UNINSTALLATION

Remember to quit the NetMaster program before user gets starting the uninstallation procedure. Follow below steps

to uninstall the software:
1. To uninstall NetMaster, select Start / Control Panel / Add or Remove.
2. Select the program NetMaster.

3. Click on Remove and follow the instructions of the uninstallation procedure.



3. GETTING STARTED WITH NETMASTER

This chapter is included the NetMaster Featured Configuration, user will see all of NetMaster various configuration
menus inside the NetMaster interface. Through this web management interface user can configure, monitoring, and
set the administration functions. The whole information used web management interface to introduce the featured

functions. User can use all of the standard web-browser to configure and access the switch on the network.

Following topics are covered in this chapter:
3.1 NetMaster Application
3.2 NetMaster Server & Client

3.1 NETMASTER APPLICATION

NetMaster is a client/server based network system. One NetMaster server can serve maximum 5 remote access

NetMaster clients.

DPELZ
Central Office
NetMaster Server
P61z D612 OP310 NetMaster Client
DP310 "

Remote 5ite B

“SCB

SCH

MetMaster Client HethMaster Client

10



3.2 NETMASTER SERVER & CLIENT

NetMaster Server

The NetMaster Server is limited for 5 clients only. When user clicks the icon, it will ask user to enter the password for

monitor client. (Default password: admin). And a white blank screen will appear.

ﬁa-ﬁm B S | [ Egon 48 Print | ) Web Brvwser €5 ENMP Browser | 2 Sonn Network 18] Fast Tens | € Find € Prefervnens | @ Zoom| 303

® Mp Tepology Al Devices

[Tivice Mcaet DE3I0

= Management| SHMP Tosp Rectiver Apent P Addpess: (Al Tenpe - | o
IF Addues 19216804 s pdar | Y [ ] =

I 3 me: || m | dmeston | Tongon | Pmicsl | Tmemmp | Euegnw | Commey |

[Zyveten U oo - 15 daye, 5455743

Syrtem Hame: roinch E

ot Comet

[System Logason:

[LLOP Suppoued: Hrroe

LD Pt B |
F T 3 . ] ol

Click the Edit mode and once again enter the password, so user can enter the edit mode.

MetMaster Remote Access F

Password for Mondtor Clisnt
|

Click Fast Scan, to discover the device through the interface. User may choose the interface.

E B Oyt Py Sve | (B Epont g Piiat | (B) Fob Biwoms € SHME Brorwinr | 5 Sins Nerwoak ) Fast S | € Fid {3 Pirdeenices | @ Zoom| 505
- M

Topaligy | All Davicas!

@ Fast Scan
S [

Interface All interfaces

11



After all of the devices are discovered (wireless and switch devices), they will appear on the dashboard. Then user

needs to create the topology by do the right click on the dashboard, and choose Auto Topology. And another menu
will appear then click OK and click Start to let the NMS draw the topology.

|-| B Open B Seve | (- Export o8 Pint | GB) Web Browser € SHMP Evowser | @) Scen Network [ FastSoan | ©Q Fund | | €8 Proferenres | Hone < T AM @ Zoom| 50+
) Mog Topalogy | All Devices|
L@ 19116805 =
L@ 1916804 : :
L@ 191680 B
: Auta Topalo B
L@ 19216802 n;hc o
i ohcy
o g o —
s s s - s @ Create New Topology
@ 192168020
AL Exdisting Connections Wil be Removed!
@ Add To Current Topology
Existing Comnestions Will Remsdn Untoushed |
Layout
@ Automatic
AL Object on Topology will be Flaced Automatieallyl
@ Manual
A Devises will ernain fn their position
oK |[ Camel
4 m ] 3
Device Madek: 00:00.00:0L = [ Event Monsgement [ wadP Tiap Rocaiver] ALl Events - [ Yree | [agan
TP Address - 192 168.0.32
Description  Industrial Secure Celluly I | Tme| Cakeory Receive Time Soure Component
Systern Up Time - 1:1117.00 1 g
Systern Name: WRAZ2GE-WLANALT = =
System Contact:
System Location: Unknown
SNMP Supported: O
TT D e B o
« i » 4 nr L3

After the NetMaster gets the topology, the port line will be established based on the real topology that has been

discovered. And user just needs to arrange the position of the device.

| € Pretemnces | Heme - THAR Q2w 505
81902 ]
® 15218004 | i |
W 19216803 -——
@ 19216800
81 ssen

E&-— T I .
.\-. = ."-.- =
5, 'F."
B,

2019-00-16 15:17:08  NetMuster Sacvice
G016 151670 Hethurier Sevvace

Ramote Accest
Remote Acces

Auithintcation: B macceds 2 B4t mode. Foom | 27.0.0.1:5105
Anuthenteabion i meeess s Monttor mede, Feoaw 137 0.0.1:5103

4 m ' La m
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NetMaster Viewer (Client)

The NetMaster Viewer is the client mode, this software need to access the NetMaster server to get the current
topology. When user clicks the icon, it will ask user to enter the server IP Address. And enter the password (Default

password: admin).

Please enter server address u
@ Please enter server address
|192.168.0.115] |
[ ok || cancel |

The similar interface as the NetMaster server will appear.

:3mam;mzw§m-@mm;emrm 5 Soom Moo, ¥ Fat e | €, Pond | G Frteerces | Home « Tl B zoom w3
B Mg Topeles | Al Dovaes)

@19 sann - e -

L BUARISTIRY

@ 19216803 Bl
@192

16604

| [ TSP~ —

Brn{lit—{l

AlEvents - Y Fe [ dck Al 1
Desoghon ladubonl Socuw Colsbe | Ack | I | Tope |  Cibgery | ReceeToms | Sowme Comporart | jrv

v Up Time - 37 diws, 4172200
Sy M. WRSZXIR-WLANALT
e ot

[Devien Molsl, WRSZ20R-WLANYL ~ | Eveat Masagerieat | SHME Trnp Reveores

Syvtemn Loxation. Uk 13 Applicatica [nfe  201901-16 151708 NetMuser Secvice Ramete Accest Authenteaton u mecess s Edit mede. Foom127 0.0.1 5105
“w T O_K = - 130 Appleation [sso  2NSA1-16 191670 NetMasier Serviee Remowe frcem  Anthembeabon i meers £ Monsior mede. Foors 137 00.1:5105
L T i .

4w ' . m

For Edit Mode section, both server and client cannot be on the same mode or it is not for multiple users. If one user
is in the Edit mode, the other user need to wait till the first user leave the Edit Mode section then he can enter the

Edit Mode.



4. NETMASTER MAIN INTERFACE

[#i BitMade | B4 Open B Save | (12 Bsport 89 Print | (B) Web Browvssr € SWMP Browssr | (2 Soan Natwork [#] Fast Soan | ©) Find ‘

| £ Profersnces |[ons - Tl @ Zoem| 702

bap Topalogy | Al Dewices|

@ 19216805

@ 19216804
@ 192168011
@ 19216802
@ 19216803

Ey

182165011

E

18216802

Ey

19216803

4.1 EDIT MODE

At the top of the NetMaster dashboard, user will see several toolbar menus. Basically, not all of the toolbar menus

are active on the Monitor Mode, until user enters the Edit Mode.

To enter the Edit Mode, click the Edit Mode button and an authentication password is required to get the

permission.

[# Edit Mode | 2 Open 2 Save | (I Export 489 Print | (B Web Browser € SNMP Browser | (@ Sean Network [#] Fast Sean | @, Find ‘

| €3 Poetesences |[one » THAl & zoom | 7015

. Map Topalogy | all Devises|

@ 19216805

@ 19216804
@ 192.1680.11
@ 19216802
® 19216803

srmm

E—'

&y

192168041

=

18216802

By

19216803

g

MetMaster Remote Access

Password for Edit Client

4 m

D

Device Model: DE310

* || Event Management | SNMP Trap Receiver |
IP Address - 192.168.0.5

| A Events <] [ Yo | [ ackan

Description : Industiel Memiaged Bthey (|| Ack | 1D [ Type | Coteory | Receive Time Source Compoent |

Systern Up Time - 83 days, 1743:112 - 213 ApplicstionInfo  2019-01-1711:2434  Hetoster Service Remate Aecess The client leave Edit mode. From:127.0.0.1:5002 -
System Neme: swilch ~ =
Systen Confact: =

System Location:

SNME Supported, OF i i
I

i e — S ‘ i 5

After the authentication is success, then the Edit Mode button will turn directly to green color. And all of the toolbar

menus are activated.

[ £ oven B save | Q- Bxpont 889 Fint | D Web Browses & SHMP Bowess | @ Soan Network [£] Fst Soun | @ Fie |

| € Poetesences || None v [Tl @ Zoom| 705

Topology | Al Devices|

@ 192,188,011
@ 19216802
@ 19216803

sram

g—'

=

18216802

=

18216503

g
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4.2 OPEN

Click Open to open the previous saved NetMaster database file. The default file type is *.ndb. The database will

restore all of the configuration and also the topology.

| Open py Save | (I Export 8 Print | (D) Web Browser & SWMF Browser | @ Sean Network [#7 Fast Scan | @ Find ‘

| € Pretesences | Hone - 1

A @ Zoom| 701+

)
@ 15216805
@ 15216804
@ 192.168.0.11
B 10216802
B 10216803

Tapology | &ll Devices|

Device Model: MPG14-HY

TP Address : 192168011

Dessription : Industrial Managed Ethey
System Up Tire : 65 davs, 14:54:18.0
System Neome: switch

System Contsct

System Location:

SNME Supported: OK

'N Open g‘ E
| Lookin: |18 &lg - BerEE-
!; ‘ . & o5 (C)
5 =5 s DATA (D)
SN merEER e OVDRWEEES E)
|
AE
E
szt
|
Eh
. N Feon | | o o
Evont b FiE Fkeottpe [adh (1M DB) - [Lcwa | <1 [ Y e | [AckAl
P e e - e e

E 216 ApplicationInfo ~ 2018-01-17 11:26:12  MetMaster Service Remote Access Authentication is success in Edit mode. From:127.0.0.1:5002 -
E 215 ApplicationInfo ~ 2018-01-17 11:2545  NMetMaster Service Remote Access The client leave Edit mode. From:127.0.0.1:5902 B
E 214 ApplicationInfo ~ 2018-01-17 11:25:17  MetMaster Service Remote Access Authentication i success in Edit mode. From:127.0.0.1:5302

(=] 213 Application Info 2019-01-17 11:24:34  Netbdaster Service Remnte Access The clignt leave Edit mode. From:127.0.0.1:5802

]

b

4.3 SAVE

Click Save to save the current database into file. The database file should be in “*.ndb” format.

| B Open Bl Save | (> Export 989 Print | (B Web Browser & SWMP Browser | @ Soan Network. [#] Fest Soan | @ Find |

| € Pretesences || Wone v | THA @ Zoom| 7015

1 Map Topology | &1l Devicss|
B 19216805 =
© 10216804
© 192168011 (@ sove | E|
B 192168032
@ 192160013 Save in: | || BEIRM
- 1 Add-in Express | Visual Studio 2005
b 1\ Command and Conquer 4 || WeChat Files
mimEE | L Oyberlink | WindowsPowerShell
|\ Demo Builder Animations || Zoom
" |\ Demo Builder Movies | BCEEHER
- 1 Electronic Arts
=il 1 etax
1\ My CamStudic Temp Files
B 1\ My CamStudio Videos
A g i My Games
HOTH | e
1 Outlock 5
&k,‘ 1 Solartinds
=g | Sports Interactive
1 Virtual Machines
i . Filepeme: || | [ swe ] v
Tievics Model. MPS14-HY - B Filesof type: | ndb (NS DE) v [ cemel | |lms < [ Yrer | [Lackau
I Addaess  192.1680.11 E _ _ _ _
Dessription : Industrial Mansged Ethey A . AN i B o - B e S —
System Up Time : 65 days, 14:54:180 o ||™ = 316  ApplicationInfo 20190117 112612 NetMlaster Service Remote Aceess  Aulhventication is success in Edit mode. From 127.00.1:5002 B
gﬁ;gm:‘mh O s Application Info  2019-01-17 11:25:45  NetMaster Service Remote fecsss  The client lsave Edit mode. Fron:127.0.0.1:5902 B
Syetom Location: a4 Applicstion Info  2019-01-17 112517 Netbaster Servise Remots Access  Anthentisation is success in Edit mode. From127.001:5902
SE ) ApplicationInfo 20190117 112434 NetMaster Service Remote Aecess The client leave Edit mode. From:127.00.1:5902
SNMP Supported: OK
o=~ -~ e e B
- .
[l T— 3 K '
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4.4 EXPORT

Click Export to export the displayed map in the Topology Map as Image files such BMP, JPG and PNG format.

|_| B Open B Sve | (- Eort | 8 Print | @) Web Browser & SHMP Buowesr | ) Ssan Netvork [£] Fast Soon | Q Find | | € Proferences | @, Zoom| 5012

i Map Topology | All Devicesl
@ 1921881010

@ 192168102 o ,
@ 19216802 Export =) H

B 19216805
B 19216204 Savein: |8 B - BmeE-
@ 19216003
- @ 192168011 T £t EEEd i TTRZER
e & osic) TgEE 136G8 77.6G8
EIETER | ca DATA(D) FRaE 254 GB 129 GB

< DVDRWEE.. CDxEE

] !
W e =] :

E Files of type
Dievice Madel: DEZ10 I =] [ Comel | Y Fiec Ack_ 4Tl
1P Address - 192 168 0.5 ‘Q
Dessription : Industrial Managed Ethey

System Up Time ; 43 daysy 3:332296 _||° = Applivs| ko te Aocess  Authentication fssuscess in Edit mode. From »
gmm gam;;:\'“mh & Applicafif Tnfe— ZUTE-UG-U5 TF 747 Netasler Service Event Management SMTP Serveris discomnect!
Sﬁ: s ] #15 . Applaionlnfo 20180905 131743  NetMaster Servise Remote hiccess  Authenticalion iz suscess in Monttor mode. F
414 Apploationlnfo  2018-09-0511:9909  NethosterService  EventMoansgement SMTP Serveris discomnect!
et 8 _
LLDP Chassis [D: 04 56:¢7:00:00:1¢ & = i
4 T ] o

« m 3

— = 4

4.5 PRINT

Click Print to export the displayed map in the Topology Map as PDF file.

Bl Onen B Save | [ Export |8 Pt | {B) Web Brovwser € SHMP Browssr | () Son Watwork (] Fast Soan | € Find | | £ Profersnces || Hons - |1 0%
Topalogy | Al Dewises|
.— 5
@ 192168011 Print [ E
@ 192.1660.2 .
@ 19216803 Save in: |00 Ef - BcrE-
| . & os©)
| b < DATA (D).
4| mirgpgg <8 DVDRWEER (E)
|
]
HET
A
i
‘ W Flename | | [ s | D
i i
Device Model: MPG14-HY | Eventodl| Fil=s of bype: | » [[Cas | v [ YrER: | [ Adan
IP Address : 192.168.0.11 E— B _ —
Deseription : Industrial Managed Ethey || Ack |
Systemn Up Time : 65 days, 14:54180 || = 218 . ApplicationInfo  3018-01-1711:26:12  Nethaster Service Remots focess  Authentication s success in Edit mode. From127.0.0.1:5902 -
gmm gm”;:‘”“c}‘ ] 25 . ApplicationInfo  3019-01-1711:2545  Nethaster Service Remote Access The client leave Edit mode. From:127.0.0.1:5902 B
S’;:E g ] 24 ApplicsionInfo  2019-01-1711:2517  HetMaster Service Remots Access  Anthentioation is sucess in Edit mode. From127.0.0.1:5902
] @3 . Applicsionlnfo  2019-01-1711:2434  Netblastr Servise Remots Access  The client leave Bdit mode. From127.0.0.1:5902
SNMP Supported: OK & ~
1T D . i =
4 m » 4 n »
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4.6 WEB BROWSER

Choose the monitored device on the topology tab then click Web Browser button and it will directly open the Web

Management page of the device.

[EEETEE]| £ ooen £ seve | (- Export /8 Puint || ) Web Browser | & SMP Brovser | ) Seon Netvork 4] Fast Soan | @ Find |

| @ Preferences | None « Tl A @ Zoom| 502

L Map
-@ 192.168.0.5
® 102.168.0.4

© 192.168.0.3

© 192.168.0.2
~@ 192.168.0.11
-@ 192.168.0.20

Topolozy | All Devices|

[Web Browser|

LA )

g

mmaa

iy

mmaz

iy

ey mman

<

n

3

Device Madel: SCE1200
IP Address - 192168020
Dessiiption : Industral Smart City Eo:

Systern Name: SCB1200
Systern Contact
Systern Location: Unknown.

SNMP Supported: OK

Systern Up Time :22 days, 0:41:31.00 =

Event Manageineat

SHME Trep Receives

A1l Events

o] [ YEier | [CAckan

Receive Time

Soume Component

Message

The default web browser would be Internet Explorer.

admin ]

ssnes ]
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4.7 SNMP BROWSER

The SNMP Browser tool lets user to read and write the MIB of the selected device. On the SNMP Browser

configuration page, user can change the IP Address to get the MIB file from other device.

File Edit
192.168.10.10 Qe L2 | pagsess  oziseiim .
Bl pmle “1| obieetn: 13614147114112750
-\ enterprises
Walk Table View Stop
Set Value: | Set
Lt | Table| [ Clear |
Wame Object ID Value
switthModelD  [1.36.1.4.147114.1.1.... |WR316GPS-LTE-E -
| firmwareVersion 0 [1.36.1.4.147114.1.1... [04 I
|lostemName 0 [1.36.1.4.147114.1.1... [router
| sstemMaciddress0]1.3.6.1.4.1 4711411 [04:66.67.9£00.02
| networkhode 0 [1.36.14.147114.1.1... 0
: |[bridgelpType 0 [1.36.14.147114.1.1... 0
- eﬂc‘lem“;f%“ [brideelphddress0 [1.3614 14711411 192168 10.10
g R |lbrideeletmask 0 [1.36.04.147114.1.1.._ 255 255.255.0 =
B o - ||bridgsCateway 0 [1.25.14.147114.1.1.... [192.168.10 254
q | o v ||[brideeDnst 0 1361414711411, [2888
| [bridgeDns2 0 1361414711411, 0000
Attribte | Message wanccessType ] [1.36.14.147114.00...[0
Object wanlPAddress0  [1.36.14.147114.11... [192.168.1.1
Mo e — ) StatisNetmosh.0 [1.36.1.4.147114.1.1.... [255.255.255.0
== 2 |[HwanstaticGateway.0 [1.36.1.4.147114.1.1. .. [0.0.0.0
[[[obieet D 13614.147114.112750 wanitaticDns1 0 1361414711411, [3888
[H[tatos prctent wanStticDs20 [1.36.14.147114.11... (0000
Access read-write = ||| fweanDhepClientHo... (1.36.1.4.1.47114.1.1 .. [router
Displaytring (SIZE (1.32)) |lsnlpaddres0  [136.14.14711411 . [192.166.10.10
Syt | [lantetmask 0 1361414711411, .. [255.355.255.0
"This field indicates the SHMP wite co— || | [apStatus 0 1361414711411, ]0
Description ~ || lntpTimezone 0 [1.3514147114.11.[02 it

4.8 SCAN NETWORK

Find out specified IP range assigned.

Stats:

Sran Fange

Start Address; 192

End Address: 192

168

168

18



4.9 FAST SCAN

Find out all switch devices by the interface.

Status: [ Start ][ Cancel

-

Interface All interfaces

-

4.10 FIND

Find the device by entering the specific IP Address.

IP Addres 192.168.10.109|

| Find || Cancel

4.11 PREFERENCES

Please refer to Chapter 10 for more information.
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4.12 VLAN

If user added any VLAN to the network, by using this feature user can check which device belongs to which VLAN.
And user can check the port type as well (Blue: Trunk port and Orange: Access port).

Access Port

The picture below shows if all of the devices are in VLAN1 and the port is Access Port.

LI AT I YAV UTI, L I I Ay O ERNT

[ Export 0 Print | (B) Web Browser € SHMP Browser | () Soan Netvork (£ Fast Soon | QFmd‘ | € Proforences | vian1 o TR A @ Zoom| 1003

Topalogy AT Devices VLAV |

[TLAN 2 ~
[YLAN 3

Trunk Port

The picture below shows if all of the devices are in VLAN2 and the port is Trunk Port.

T Expart @ Punt | () Web Browsex < SNMP Browser | @ Scen Network (%) Fast Seen | @, Find ‘ | & Prefevences | vLaNZ o T afl]| & Zoom

Topology A1l Devices [VLAN 1

A
[VLAN 3
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Mix Port
The picture below shows if all of the devices on the right side are in VLAN3 and the port is Trunk Port, then three

devices on the left side are not assigned to any VLAN..

LA 48 TSP A I L Uy St [
- Export 4 Print | ) Web Browssr € SNMP Browser | &) Soan Netwark [¥] Fast Soan | @ Find ‘ | €83 Preforences || ¥LaN3 o T A @ Zoom| 100/3]
Topology A1 Devices [FLAN 1
[FLAN 2 A

v
<

>
Event Management SNMF Trap Receiver A1 Events v| | WEie | [ ackoan

Ack | DD | Type Category Receive Time Component Message

-

() Application Info 2018-12-04 16:15:43  NetMaster Service Remote Access Authentication & suceess in Edit mode. From:127.0.0.1:5787

4.13 ZOOM

Zoom in and out the device icons, texts and others only on the Topology tab.

4.14 MAP TREE

Click on the tree node to select the device on the Topology tab.

. Map

----- = 1921631010
----- = 192163102
----- = 19216302
----- = 19216305
----- = 19216304
----- = 19216303
----- = 192163011
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4.15 TOPOLOGY TAB

This page displays the icons from monitored devices.

Topology | AL Devices

»

H H i) g I (i)

mmns ETr e EEeT T P L

4 1 3

4.16 ALL DEVICES TAB

This page displays the list of monitored devices at the Topology tab. In this tab, user can do some configuration action

by do the right click on the selected device from the list and a sub menu will appear.

Al Diervices

MAC Address IP Addres Firmware Yersion

1

2 |WR3Z2IGR-WLAN .. (00:11:22:44:55:78 192.168.10.2 2552552550 1.2.10

3 MP310-HY 94 66:E7.9F.00:00 192.168.02 2552552550 w10 (b1.2.30)
4 DEzl0 94.66:E7.00:00:1E 19216805 2552552550 w10 (b1.0.2.10)
5 DF:10 94 .66:E7:00:00:45 19216804 2552552550 w10 (b1.0.2.0)
f MP310-HY 94 66:E7.00:00.E7 192.168.0.3 2552552550 w10 (b1.2.30)
7 MPa14-HY 94 66:E7 FF.00:00 192.168.0.11 2552552550 w10 (NiA)
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4.17 EVENT MANAGEMENT TAB

The event displays on the Event Management tab page while the real time event happens.

Event Management | SNMP Trap Receiver 411 Events - Y Filter | Ack A
A 1D Type Category Receive Time Source Component
O o
| 178 i~ Application Info 2013-00-04 100021 Methaster Bervice Event Management SMTP Serveris discomnec
~ 1T o SewsBeter 0130904100018 19216802 ProbeolICMP  ConmclionshivsOK (IC
| i~ Application Info 2013-00-04 09.58:50  Methaster Bervice Event Management SMTF ferveris disconnect
] 2 : ] Fn P i RO
< | T | 3

4.18 SNMP TRAP RECEIVER TAB

The SNMP Trap Receiver listens for SNMP traps generated by network devices. When an event occurs, the trap details
are logged along with the time, IP address, hostname, and trap type and can be used for analysis and correlation.
User can enter the specific IP Address for the SNMP Trap and click Filter to get SNMP Trap information from specific

device or choose All Traps to get all of the SNMP Traps. Click Start to enable the function.

SNME Trap Receiver AgentIP Address: | AL Traps »| | YR | [ st B siop
I | A gent addressFort | Transport | Frotocol | Timestamp | Enterprise | Comumumdty |
2 192.168.10 240159 SNMPy2c  UDP 2018-09-05 15:21:39 puhblic sy pTime 0 = 6:01:25.00, srunp Trs

4 m

4.19 DEVICE INFORMATION

At the bottom left of the NetMaster interface, it has the device information click the different device to see its

information.

Dievice Model: WE222GR-WLAN+LTE-E -
IF Addresz : 192.168.10.2

Description : Indnstral Secure Cellnlar Eouter,
Srstern Up Time ; 0:40:59.00

Evztenn Name: WERI22GE-WLAN+LTE-E E
Bstemn Contact:

Bastern Location: Tnluown

LLDP Supported: Enor b

CITRAD e e s C )
4 UL k
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5. DEVICE DISCOVERY

To see the installed devices on the Topology tab or the All Devices tab, user must discover all of the devices. How

to add the device and delete device?

5.1 ADD DEVICES

5.1.1 SCAN NETWORK

|-| Ej Cpen 5 Bave | EE'. Export @ Print | @ Web Browser é- SHMEP Browser | @ Sean Hetwnrk'f] Fazt Sean |

N Map Topology |A]l Device&|
EJ 192.168.10.10
L@ 1921681032

This function is to discovery devices via the assigned IP address range. While user wants to add the specified

IP-enabled device, this function is suitable.

Status: COK Y| Cangel
Sean Range
Start Address 192 | (168 .0 |1
End Address 192 | 168 | 0 | |10
L 4

*The End Address should great or equal then Start Address.
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5.1.2 FAST SCAN

This function is to discovery devices via the assigned IP address range. While user wants to add the specified

IP-enabled device, this function is suitable.

|-| Bl Open By Save | (% Export §8 Print | &®) Web Browssr € SWMP Browser | (@) Sean Wetworll T4 Fast Sean

 Map Topology |A]l Devices|
----- @ 1921681010
L@ 192168102

This function is to discovery devices using the NetMaster protocol in the local network. It discovers all network

devices on the subnet network via the selected interface on the PC.

Status: | St || Camcel |

Interface All interfaces

To update installed network components (or devices), click on Fast Scan on the toolbar and select one of NIC which

connect to network devices.

Topology | 4l Devices

H : [ | [ ||
H x ol ol o]
LH Lk
192.168.0.5 19216804 192168011 19216802 19216803

25



5.2 DELETE DEVICES

User can delete any device on Topology tab. Use the mouse to select multiple devices by CTRL key and right-click

the selected device. Then display a pop-up menu and click on Delete menu item. Remember to enter the Edit

Mode to execute this function.

Topology | A1l Devices

i i TR T JE TR
u u e | ot | el
- - 3 i 1 a | i
S S x Delete
19216805 182.168.0.4 182168011 182.168.0.2 152168
Web Browser
SMMPF Browser
Telnet

B ssH

Ping

Refresh

Add Connection
ERPS Group Setup
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6. TOPOLOGY TAB

Following topics are covered in this section:
6.1 Device Information
6.2 Auto Topology

6.3 Add and Delete Connection

6.1 DEVICE INFORMATION
6.1.1 DEVICE STATUS

The device status is located on the bottom left side of the NetMaster main interface. User can move the mouse

cursor over the monitored device icon on Topology tab. It will show the status for the device.

Device Model: WR316GFE-LTE-E
IP Address: 192.168.10.10
Dezcription : Indvstrial 6G Cellular PoE Routing Switch, 2
Sstern Up Tame ; 1:08:56.00
sorstem Wame: WE216GPE-LTE-E
Sarstern Contact: root@localhost
Sargtern Location: Tnknown

LLDF Zupported : 0K
LLDF Chassz [T 94:66:279f-00:02

The device lists in map tree panel with a status icon use to show its online/offline status. Green means online, while

SNIF Supported : OF

white means offline. The device icon on Topology tab also shows the device status. If the color is red, which

indicates an error status (The detail error information is appeared in the Event management tab). In other words,

NetMaster sends ICMP Ping request and then receives incorrect response (unreachable).

Open Save Export Print Weh Browser SHMP Browser Sean Network. [#) Fast Scan Find Preferences | Mone - | T/ 4] Zoom| 70
[ L

|, Map Topalogy | All Devices|

© 182.168.10.30
® 192168101

. (T

»

Dovice Moel WRZGGESGLTE | Byent banngement | SHME Trop Receive
IP Address: 192.168.10.1

All Events «| [ YEir | [ Adkad

Dessription : Industrial 66 Cellular Po
System Up Time : 0:55:43.00 L
System Neome: WR316GPS-GLTE
System Contsct

System Location: Unknown L4

SNME Supported: OK

Component

LEE .S Y —
< 1
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6.1.2 REFRESH THE DEVICE

To update or refresh the device status, select a device especially on error status and right-click on the selected

device. Then pop up a menu as follows:

- - R

'- E) Open 6 Save |@. Export @ Print |@ Teb Browser é SHNMP Browsr |@ Sean Network :4] Fast Scan | Q Find IG Preferences | Hone - T:l A:l@ Zoom E

| Map Topology | All Devices|
-0 192.168.10.30
------ ® 192.168.10.1 =
| | \l
| m ¥
| x Delete \l:l
| 192.168.10.1
Web Browser
SNMP Browser
l Telnet
B ssH
Ping
| Refresh S
] 1 . 3
| Add Connection
Device Model: DE210 * || Event Managemen ERPS Group Setu AQl Events - Y Filter Ack Al
IF Address : 192.168.10.30 P P | Q
Description : 888 Receive Time Source Component
Syetern Up Time : 3:12:37 46
Syetern Name: switch
Swetern Contact:
System Location:
SNMP Bupported : Error
TTTD P A - Tommmer
] I

6.1.3 DEVICE MANAGEMENT
If user wants to manage the device, select one device and right-click on the selected device. It will pop up a menu as
follows. Choose to use Web Browser, SNMP Browser, Telnet, SSH, or Ping to manage the device. Also refer to section

7.4 for more details.

x Delete

Wekb Browser
SMMP Browser
Telnet

B ssH
Ping
Refresh
Add Connection
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6.2 AUTO TOPOLOGY

The Auto Topology function allows user to automatically create the connections between the devices (nodes). To
support this function, the devices must support with LLDP and SNMP. LLDP enables the user to have automatic
topology recognition for his LAN. Therefore the devices support for LLDP and SNMP and have to be configured to

ready state.

6.2.1 ENABLE LLDP

To let “Auto Topology” working, each device MUST enable LLDP function on installed network devices. User can
use Web browser to confirm whether LLDP is enabled.
1. Use mouse to select one device on the Topology tab which user wants to enable as LLDP.

2. Mouse right-click on the selected device and click on the Web Browser menu-item of pop-up menu.

_5% By Zavee | [ Bogort 40 Prat | (B) Wb Browssr 5 INMF Browser | (5 Soan Network. 787 Fact Soan | O Fond | 2 Predermace: | Home » THAHE Zoom| 1

b Msp Topology | A Devaces
@ 19k 18210 50 -
152 1ER101

-

192,168,104

Dervace Bcllel DEXI0 ol
1P Addres: 1021681020

Dewripion - G883

Symem Up Tome - X:16:37 52 Ell
NSt Hame, swich
Syrem Contsct:
Swelemn Locssom:

ZHMF Supgared: OF

T 1 TV P il Y
L m L]

3. When the login page appears, login with the user name and password.
4. Go to Diagnostics -> LLDP.

5. Confirm whether LLDP is enabled. If it is Disable, please set Enable and press Submit.
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6.2.2 GENERATE CONNECTIONS

Generate connections between the devices

1. Check if every device has a green LED at the map tree and check the topology tab if S symbol also appear in every
device. The device icon with S symbol means the device is supported with the SNMP. If the device doesn’t have any
S symbol on it then user needs to add the connection manually.

2. Mouse right-click on the Topology tab and click on Auto Topology on pop-up menu. It will display as follows:

:&: Fast Scan

! !

192.163.0.5 192.168.0.11 192.168.0.2 192.168.0.4 192.168.0.3

senen
seses

Taa it

Scan Network

@

@ AutoTopology
Line Up All Devices

Select All Devices

3. Click OK to display the following of screen.

Create New Topology
A Exdisting Connections Will be Eemoved!
© Add To Curmrent Topology
Existing Connections Will Remain Untovched |
Layout
@ Antomatic
AT Object on Topology will be Flaced Atomstically!
) Manual

A1 Devices will remain in their position

0K || Cancel
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Click Start to update the RSTP. After the RSTP has been updated then a line up devices with its connection will appear.

2/ Birtain Bhieys) 2/ ’:1-1-»1'
134 RS T .u::;!i.....mm.‘ .h::;ilh..........m:. A8 L. gerertmerag L l
S5 : ) S5 :
192.168.0.5 192.168.0.11 192.168.0.2 192.168.0.4 192.168.0.3

-
@ Auto Topology g
G

| »

12:59:57: Updating RSTP
12:59:59: Updating RETP Finish

m

13:59:59 Done

User can do the check list to make sure the Auto topology function works well.

Yes/No Requirement

Does every device enable SNMP?

Does any device not using default SNMP community? (public, private)

Does every device LED on the Map Tree shows green color?

Does every device enable LLDP?

After user fixes the problem, did user refresh the device? (The Icon shows red color)

Note: The Third Party devices may not be displayed in the correctly icon in the NetMaster.
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6.3 ADD AND DELETE CONNECTION

6.3.1 MANUAL ADD CONNECTION

Select two switch icons and mouse right-click to show popup menu.

sy
- in.hz:ﬂ.lt
-'E x Delete

192.168.0.5 19
Web Browser

SMMP Browser

Telnet

B ssH

Ping

Refresh

Add Connection
ERPS Group Setup

Click on Add Connection menu item of the pop menu. It will show this Add Connection dialog. Enter two port number

connected between two switches and press OK.

&

- 1

" |

HF.j 68.10.30 192.168.10.1

-
@ Add Connection M

IP Address Port Mo,

107.168.10.20
192 168.10.1

[ Apply ” Cancel ]
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The screen will display that there is a connection between two switches.

!

ez

o\
» \.

192.168.10.30 192.168.10.1

6.3.2 MANUAL DELETE CONNECTION

Select the connection between 192.168.10.10 and 192.168.10.2 by Mouse-Click.

=
-~ geger

Co—hend . pens \'m

192.

-

Mouse Right-Click the connection and pop up Delete menu-item of pop-up menu.

; \
H 2 w — port&h
LI5S x Delete h ;
192.168.10.30 192.168.10.1

Click Delete to delete the connection.

I
| \

192.168.10.30 192.168.10.1

Y-y

-
L]

65.10.30 192.168.10.1
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6.4 ERPS GROUP SETUP

6.4.1 ERPS VISUALIZATION
The NetMaster is supported with the ERPS configuration. Through the NetMaster user can set up the ERPS Ring.

P Export @ Print | (D) Web Browser € SNMP Browosr | @) Scon Networls [#] Fst Soan | Q Find | ¥ Profernces | v THAf € Zoom| 1003

Topology Al Devises

A

19 IR
cc1 192.168.10.31

v
>

The picture above shows ERPS ring visualization that consists of a Major Ring and a Sub Ring. The device that
included in the Major ring is represented with the purple connection color. The device that included in the Sub ring is
represented with the dark yellow connection color. This display will be automatic updated every 30 seconds device
polling. To assign the device to major or sub ring, user can configure it from the Web Management.

6.4.2 CREATE AN ERPS CONFIGURATION TO A DEVICE.

Click the device and right click on it, then click the ERPS Group Setup.

!

192.168.1

Sigmer

x Delete

Web Browser
SMMP Browser
Telnet

B ssH

Ping
N Refresh
— Add Connection
ERPS Group Setup

bal m Farma | T aba mmomr I

Ivent Management

After that ERPS Group Setup interface will appear and user can click Check to make sure if the setting is available and
can be used. In the ERPS group setup window, user can do the group setup for the ring ID, version, control channel
ring port0 and ring port1.
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Topology | 4l Devices

r ™~
ERPS Group Setup g

| —

o

Ring Version vz - apply

Costsal| iz n -] Tave 1o Flssh

Ring Portd 1 - Expot >

|

Ring Portl 2 .
’: Divice SHMP RinglD | RingPort) | RingPol |  Status Setup zesult
m
*n o

192.163.10.3

e —————————————————

After user click Check some informations will appear on the table as below.

Topology | Al Dievices

ERPS Group Setup |i'
R —
Comesl| ez f - Zave o Flash
Ring Bort f -]
| |
Ring Portl 2 -
H: ' Device SHMEP RinglD | RingPot) | RingPortl Stats | Setup result
;.,:-,;‘ 102168103 |dvelsble  |Avedlsble  |Enabled Enabled dvailsbls  |None a
192.168.10.3

Click Apply to apply the ERPS configuration to the device. If the configuration is success, the information will be
updated to Success Status. This means user can start create the connection.
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ERPS Group Setup (=)

-
Ring 1D i . P
Ring Verion 2 = e
Contml Chanrel i = Save o Flh |

Riing Forf) 1 - [ B
Ring Paril 2 .: _

| Devike | sNMP | RigD | RingPord | RimgPonl | Swtw peieietpeeni—

(192168103 [Avadable  Awedlable  [Enabled |Enatied Avadabde

ERPS Ring Setting

Sl virtual
Ring . A P Control 5 Channel Ring Ring RPL R .
D Version Ring State Ring Type Node Role Channel ‘"“‘0':‘ of Sub Port 0 Port 1 port e
Channel  RM9

| lg |v2v| |[Enable v | |MajorRing * | |Ring Node v| 1 v| |False v | |1 v |1 v| |z v Revertive
RPL Owner

| 4 |v2v| |Erable v | |MajorRing ¥ | |RPL Neighbour |2 v| [Falsev| |1 |1 I v | Revartiva
Ring Mode
m Remove Selected Clear Selected

Note: After setup the ERPS environment, don’t forget to assign one device as the RPL Owner. User can use the web
management to do the configuration.

When the connection is established, it will show the success connection as below.

Topologyr | A1l Devices

2

2

aT

-3:92 168.10.30
C 1.R0 CC 3.%:
cik‘% -
g .
- ‘ * -
- ’ * -~
- -
- -
- -
- -
. 4
a{(} 0"‘_,
| [
= B
I s W
I i
192.168.10.3 192.168.10.9

CCH cCH
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il.

T
},.E&IE.'I 68.10.30
| CC 1,RD
W5t

Under the device icon, user will see several label that appear after the ERPS configuration is established. Below is the
information.

CC: Control Channel

RO: RPL Owner

RN: RPL Neighbor
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7. DEVICE MANAGEMENT

This section explains the device configuration on the All Devices Tab. One or group of devices can be
configured at a time. The methods of mouse selection can be single selected at any rows by Ctrl + mouse click or
multiple selected by click one device and then press Shift + click to the next device. After having one or more

devices selected, use the right click to show pop-up menu.

Al Devices

Hao.

MAC Address

IP Address

Finmyware Version

1 MEa14-HY . . 0 NI

2 |WE3ZZGR-WLAN .. [00:11:22:44:55.75 192 168.10.2 255,255 255 Change IP

3 DE310 04:66:E7.0000:1E 192 16805 555,355 255 10

4 DP310 04-66:E7 00:00:45 192 165.0.4 755 255 255 0 Firmware Upgrade

5 ME3I0-HY  [0466:E7.0F00:00 192 16802 555,355 255 10 Bootloader Upgrade

3 ME3I0-HY 0466570000 ET 192 16805 755 355 255 0 o

7 SCE1200 04-66:E7-0F00:02 192.165.0.20 755 355 255 0 Configuration File  *

Web Browser
SMMP Browser
Telnet

S5H

Ping
LED Signal

Reboot Device

Following topics are covered in this section describing the pop-up menu functions:
7.1 Global Settings
7.2 Firmware Upgrade
7.3 Configure File
7.4 Manage Device

Note: Remember to stay in Edit Mode and select the device that need to be configured.
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7.1 GLOBAL SETTINGS

7.1.1 CHANGE IP

User can use this mechanism to assign the new IP address to the devices.

For this mechanism, user just needs to change the IP directly from the list on the IP Address Column.

Change IP Mechanism steps:

- Double click at the specific IP Address that user wants to change.

L1l Devices
o, Model MAC Addres IP Addres Metmask Finmaare Verson Btatuz
1 MPE14-HY 94:66-E7-FF00:00 192.188.0.11 2552552550 w10 (L)
2 102 168 10.J]
3 LEz10 04.60:EY.00:00:1E IR LRI 2552552550 w10l 020
4 DF310 04:66-E7:0000:45 192.168.04 2552552550 w10 (b1.0.20)
5 MP310-HY 04:66-E7-3F00:00 192.188.02 2552552550 w10 (b1.2.30)
[ MP310-HY 04:66:E7.00:00:E7 192.188.0.3 255.255.255.0 w10 (b1.2.30)
7 BCEL1200 04.60.E7.9F00.02 102.168.0.20 2552552550 beta-00101705
- Enter the new IP Address, and then press Enter.
Al Dievives
Mo. Model MAC Addres IP Address Netmazk Firmware Version Status
1 MPE14-HY 04:66:E7-FF:000 192.168.0.11 2552553550 w10 (L)
2 -TLAN .. 00 5
3 LEz10 04.60:E7.00.00:1E 19216805 2552552550 w10b1020)
4 LEz10 04.60:E7.00.00:45 19216804 2552552550 w10b1020)
[ MP210-HV 04.66:E7-0F00:00 192.168.02 2552553550 w10 (bl.2.30)
& MP310-HV 04:66:E7-00:00:E7 192.168.0.3 2552553550 w10 (b1.2.30)
7 3CE1200 04:66:E7-0F00:02 192.168.0.20 2552553550 heta-09101705
- Right click at the selected list, and click Change IP
A1l Dievices
Ha. Model MAC Address IP Address Wetmask Firmeware Version Statuz
1 MP&14-HY 94 66-E7-FF-00:0 192.168.0.11 2552552550 w10 QT
Z 00:11:22:44:55:78 2.10
3 04:66:E7:00:00:1E 192.168.0.5 Change IP 10 (b1.0:2.0)
4 0460 E7.00:00:45 19216804 ) 10dlo2m
[ 04:66-E7-9F00:00 192.168.0.2 Firmware Upgrade 10(pl23m
& 94 66-E7.00:00:E7 192.168.0.3 Bootloader Upgrade W10 (L2530
7 SCE1200 04:66:E7:0F00:02 192.168.0.20 beta-00101705

Configuration File

Web Browser
SMMP Browser
Telnet

SEH

Ping
LED Signal

Reboot Device
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- A confirmation pop-up message will appear, and click yes to execute the process.

(2]

Do you really want to change IP address 7
Mote: All modified entry will be updated !

A1l Devices
o Model MAC Address TP Address Netmask Firmware Version Btatuz
1 MPE14HY 046657 FFO0O0 102 168 0.11 35525525501 w1 0 QR
2 0o:1 445578 1.2.10 mod ifing
3 04:66:E7.00:00:1E 192 168.0.5 255.255.255.0 w10 (b1.0.20)
) 04:66 E7.00-00-45 192 16504 255,255,255 w10 (1020
5 0466 57 OFO000 : b1230)
& MP310-HY (9486 E7.0000E7 | ChangeIP Address confirm = b1230)
7 SCE1200 04:66 E7 OF-00-02 101705

7.1.2 LED SIGNAL

This function is convenient for searching the specific device. While this function is enabled, the light of the System

LED from the device will continuously blinking.

[ Yes 1| No

- The IP has been changed.

A1 Devices
Ho Model MAC Address IF Address MNetmask Firmware Version Status
1 MPal4-HY q4-66:E7.FF00:00 192168011 2552552550 w10 (Bia)
2 0o:1 44:55:78
3 Q4:66:E7:00:.00:1E RIZERIN 2552552550 w10 1020y
4 DFz10 Q4:66:E7.00:00:45 192.168.0.4 2552552550 w1.0(b1.02.0;
5 MFP310-HY 04:66:E7.9F00:.00 10216802 2552552550 w1l 0hl230)
a MP310-HY Q4:66:E7:00:.00:E7 19216803 2552552550 w10 hl1230)
7 BCE1200 04:66.E7:.9F00.02 102.168.020 25525525510 beta-09101705

A1 Devices
Mo Model MAC Address IF Lddress Hetmask Firmware Fersion Status
1 MPA14-HY 94:f6:E7-FF:00:00 192.168.0.11 2552552550 w10 (/L)
2 |WR3IZ2GR-WLAN. . |00:11:22:44:55:78 19216806 2552552550 1210
3 D310 04.66.E7.00.00:.1E 192.168.0.5 2552552550 w10 (1020
4 DFP210 04:66:E7:00:00:45 19216804 2552552550 w10 (h1.02.0)
5 MP210-HY 4 i
g MEP310-HY 04.66.E7.00.00.E7 Change IP 2552550 w10 (b1.230)
7 SCB1200 04.66.E7.0F.00.02 2552550 beta-09101705

Firmware Upgrade

Bootloader Upgrade

Configuration File

\Web Browser
SNIMP Browser
Telnet

S5H

Ping
LED Signal

Reboot Device

2
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7.1.3 REBOOT DEVICE

Some of the feature change to require user to reboot the system. Click on the selected device then Click Reboot

Device on pop-menu to reboot the selected device. User can select more than one device.

Al Devices

Mo, Model MAC Addres TP Addres: Wetmazk Finmware Version Statnz
MPO14-HY 04.66.E7.FF.00:00 192.168.0.11 2552552550 w10 (ML)

: 192.168.06 2552552550 12.10

w1 1 R1 070

5 ChangeIP
MP310-HY Q4:66:E7-9F:00:00 192.168.02 2552552550
MP310-HY 04.66.E7.00:.00.E7 192.168.0.3 2552552550 Firmware Upgrade
BCE1200 04:66.E7.0F.00.02 192.168.0.20 2552552550

1
2
3
4
5
3]
7

Bootloader Upgrade

Configuration File 3

Web Browser
SMNMP Browser
Telnet

S5H

Ping
LED Signal

Reboot Device

A pop-up confirmation page will appear and then click yes to reboot the device. The device will be rebooted after 3

seconds.

Topology A1 Dievices |

JU[= Model MAC Addres IP Addres: Wetmazk Firmuare Wersion Statuz
1 MPA14-HYV 94.66:E7.FF.00.00 192.168.0.11 2552552550 w10 (VL)
2 : 102.168.06 2552552550
3 \
4 ) 5 w10 ] }
5 MP310-HY 04.66:E7.9F.00.00 10216802 2552552550 w10 (bl.2.3.0)
] MP210-HYV 94.66:E7:00:.00:E7 192.168.0.3 2552552550 w10 (b1.2.3.0)
7 BCE1200 9466 E7:9F:00:02 192.168.0.20 2552552550 beta-09101705

-
Rebeoot Device ﬂ

@ Do you really want to reboot?
Device will reboot 3 seconds later.

L Yes J [ Mo

And user will see the reboot status from the table.

All Devices

Ha. Model MAC Addres TP Addres Metmask Firmware Version Satuz
1 MP614-HY 04.66.E7.FF.00.00 102.168.0.11 2552552550 w10 (ML)

2 ; 102.168.06 2552552550

3

4 w10 (bl0

5 102.168.02 2552552550 w10 (b1.2.30)

6 MP310-HY 04:66:E7:00:00:E7 192.168.0.3 255 2552550 w10 (b1.2.30)

7 BCE1200 Q4:66:E7:9F:00:02 192.168.0.20 255 2552550 heta-09101705

41



7.2 FIRMWARE & BOOTLOADER UPGRADE

In this section, user can upgrade the latest firmware or bootloader for the device. The latest version can be
downloaded from WoMaster website. The new version firmware and bootloader may include new features, bug
fixes or other software changes. WoMaster also provides the release notes for the new version as well. Please check
the version number after the switch is rebooted. Below is the example of Firmware Upgrade.

- Select the device that needs to be upgraded. Then right click on it, click Firmware Upgrade.

All Devices

Mo. Model MAC Addyess IF Lddress Hetmask Firmware ¥ersion Btatus
1 |WEIZ2GR-WLAN . [00:11:22:44:55:78 192.168.10.1 255255 2550 1210
WE. 3-LTE-E 94:A66: 03

Change P

Firmware Upgrade
Bootloader Upgrade

Configuration File 3

Web Browser
SNMP Browser
Telnet

SEH

Ping
LED Signal

Reboot Device

- After that, a pop-up window will appear. User can start to find the related firmware file. The file should be

image file .img for wireless device or .bin for switch.

A1 Devices

Ma. adel MAC Address IF Addres: Metmask Finmyurare Wersdon Satuz

1 |WE3ZZGR-WLAN . |00:11:2244:55:78 102 168 101 255255 255 1 1210
WEIEGES-LTEE 04:66E7-0F00:02

( EE)

Firmware Upgrade | J

Firmware File Name

0. S\WR.316_00071830 _v0.5 img | .|

Tpgrade Cancel

b r,

- Then click upgrade button and the status will show Firmware Upgrading. After the firmware or bootloader

upgrade process is done, the device will be automatically rebooted.

Topology A1 Dievices |

Mo. Model MAC Address IF Lddress Hetmask Firmware ¥ersion Status
1 |WR3ZZGE-WLAN. .. |00:11.22:44.55.78 192.168.10.1 2552552550 1.2.10
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7.3 CONFIGURATION FILE

The configuration file is about back up the configuration, restore the configuration and reset the configuration to the

factory default.

AN Dervices

JU[= Iodel MAC Address TP Addres Metmask Firmmeware Version Satuz
1 [WR3ZZGR-WLAN.. |00:11:22:44.55:78 192.168.10.1 2552552550 1210

2 WE216 04.66.E7.0F.00.02 192.168.10.10 2552552550 0.5

3 DE310 94-66:E7:08 12 w124 (1020 Bcheduling 0

Change IP

Firmware Upgrade

Bootloader Upgrade

Configuration File » Backup

Restore
Web Browser

SMMP Erowser
Telnet
SSH

Load Factory Default

Ping
LED Signal

Reboot Device

7.3.1 BACKUP

With Backup function, the current configuration file can be saved in the device flash.
Find the specific directory to keep the Backup file and enter a name for the backup file. Click Backup to execute then

it will automatically give the file name including the IP Address of the device. (Ex: Backup.192.168.10.11.bin)

Configuration File Backup ﬁ

Backup Configiration File

SsersiyohanDeskiopBackupDS310

Backup Cancel
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7.3.2 RESTORE

This will allow user to go to restore the configuration file back to the device. Find the specific configuration file that

should be restored.

Configuration File Restare u

Restore Configuration File

tesktnp'BackupD3210.192.168.10.11

| Eestore | Cancel

Click Restore to execute, after the restoration process is done a pop-up window will appear to inform whether the

process is success or failed.
X

configuration file operation done.

—a
i e

. lsuccess

Ofailed

7.3.3 LOAD FACTORY DEFAULT

User can reset all the configurations of the device to the factory default setting include the IP Address will be reset to
the default IP Address (192.168.10.1). When user executes the Load Factory Default feature, a pop-up window will

appear for confirmation. Click Yes to execute.

A1 Devices

Mo, Model MAC Address IF Lddress Hetmask Firmware Version Btatus
1 |WE3220R-WLAN.. |00:11:22:44:55:78 192.165.10.12 2552552550 1210

2 WE316 | 192.168.10.10 2552552550 0.5

3 D310 04.66: w124 31020

e

Do you really want to load factory default setting?

¥ All configuration will be reset!

OV [
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7.4 MANAGE DEVICE

WoMaster devices are supported with both in-band and out-of-band network management. The user can either
configure the device through the user friendly Web/HTTPS management or remotely manage the device through the

network by console management or Telnet/SSH.

7.4.1 WEB BROWSER

WoMaster devices are supported with user friendly web management. It allows user to use a standard web-browser
such as Internet Explorer, Google Chrome or Mozilla, to configure and monitor the device from anywhere on the
network.

1. Select a device on the Topology tab or All Device tab which user wants to configure.

Topology | 410 Devices

L. o\

' x Delete

192.168.10.30 19

segen

L]

Web Browser
SMMP Browser
Telnet

B ssH

Ping

Refresh

Add Connection
ERPS Group Setup

2. Do theright-click after selected the device and click on the Web Browser menu-item of pop-up menu.
3. The login screen in Internet Explorer will appear.

4. Key in user name and the password. Default user name and password are both admin.

[ admin ]

[ LTI ]

Login

5. Once user enters the web-based managementinterface, user can freely change the configuration to fit the

network environment.
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7.4.2 SNMP BROWSER

NetMaster provides a SNMP browser tool for user to management SNMP devices. The SNMP Browser supports

SNMP v1/v2c/v3 get, get next, walk, table view and set functions. And the SNMP Browser provides MIB file compiler

tool “MIB File Manager” that can load public standard MIBs and private MIBs and build a MIB tree. WoMaster

provides many standard MIBs for users to configure or monitor the device configuration by SNMP. WoMaster

supports Public MIB and also provides Private MIBs for users to configure or monitor the device’s configuration by SNMP.

WoMaster provides Private MIB to meet up the need. The Private MIB can be found in or downloaded from WoMaster Web

site (www.womaster.eu). The SNMP Browser tool allows user to read and write the MIB of the selected device.

File Edit

192168.10.10 L Q ke LA ppsdes 21000
B private | 13614147114112750
(=) | enterprises
[H- [ cdseo N -
5 ot - Get Walk Talz View Stop
B mdu.str.ia]Eﬂ'nemet r Set Value: | Set
- | switch | &
E}stgmt _|—|List = [ — ]
Wame Object [ID Value
svithModeld) 1361414711411, [WR316GPS-LTE-E -
ffimwereVersion 0 1361414711411, |04 T
ysteName ] 1361414711401 jmouter
systembacAddress 01 26141471141 1., 946657910002
netvorkModed 1361414711400 [0
4o dhepServer |[bridgslpType . [136.14.14710411 0
®- 4 eﬂc‘l‘am“;f%“ |[brid eeTpaddressd [1.36.04.147114.0.1... [192.168.10.10
i S [[brisgeietmask0 |13614.147114.01 |25 2552550 E
&0 o - ||bridgeGatewayn 1361404711201 [192.168.10.254
q | m | v ||[buidgeDnst 0 13614.1471141.1... 858
|lbridgeDnsz0 1361414711411, 0000
Attribute | Message wanhicoessType 0 |13614.1471141.1..[0
Objet wanlPAddressD  |1.36.14147114.0.1.. [192.168.1.1
. . wanStaticNetmask D |1.3.6.14.1 471141 1. 2552552550 L
Neme smp WriteComnunity |l venStaticGatewayd [1.36.14.147114.1.1... [0.000
[l Qbiect D 1361.4147114112750 wenSttrDesl 0 1361414711411, BEAS |
[statos purrent wanStaticDns20 1261414711411 0000
hrvess wead-write = ||| }wanDhepClientHo... [1.32.6.1.4.147114.1.1. . [router
I DisplayString (SIZE (1..32)) |enphadressd  [1.36.14.147114.01... 1921681010
Syntax |nNetmask.0 1361414711411, 2552552550
"This field indicates the SHMP write co— || f[utpétatuz0 136141471141.1..0
Description  |[llntpTimezone 0 1261414711411, 02 i
4 1 | + 4 1 | +
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The MIB Compiler assists user in building MIB tree. While MIB files have been changed, user uses the MIB Compiler

to rebuild MIB tree. To add new MIB into MIB Tree, go File > MIB Manager... It will show the following window.

| 4] Nethaster SNMP MIB Manager e

Avadlable MIBs Loaded MIBs

MIE Name Path MIE Name Path
RFC1213 Z:\Program Files (286 WolasterWettdastemibs RFC1213- )
RFC1239 Z:\Program Files (xB6)\WolasterWettdasteimibs RFC1229- )
RFC1231 Z:\Program Files (860 WoMasterNettaste rinibs RFC1231- )
RFC124% Z:\Program Files (860 WoMasterNettaste rinibs RPC1243- )
RFC1253 Z:\Pragram Files (286 WoMasterWettasterimibsRPC1253- )
RFZ1271 o gram Files (88 WokasterNettasterunibs RPC1271- )
RFC1285 Z:\Program Files (286 WolasterWettdasteimibs RFC1285- )
RFC1315 Z:\Program Files (xB6)\WolasterWettdasteimibs RFC1315- )
RFC1381 Z:\Program Files (86 WoMasterNettdaste rinibs RFC1381- )
RFC1382 Z:\Program Files (860 WoMasterNettaste rinibs RPC1382- )
RFC1398 Z:\Pragram Files (286 WobasterWettasterimibsRFPC1 308- )
RFZ1406 C:\Pro graim Files (288 WobasterNettdasterimibs RPC1408-. )
SHPv2-MIB Z:\Program Files (286 WoMasterWettdasterimiba SNMPWI-
WOMASTER-3W.... |C:\Program Files (361 WoMaster Metbdastermiba WOMAST. |||
WOMASTER-RO... [C:\Program Files (86 WoMasterNettdaste rnibs\ WOMAST. |
WOMASTER-CE... |C:\Program Files (x86)\WoMasterNettaste ranibs\ WOMAST. |
WOMASTER-SE... |C:\Program Files (286 WaoMasterWettasterimibs\ WOMAST. |
WOMASTER-PO... |C\Program Files (286 WoMasterNettasterimibs\ WOMAST. .|

4 1 13 4 I 3

Add MIE from file... Remaove Load = Load all == 2 Thdoad 22 Tnload all |
| Eebuild MIBE Tree... | | Closs |

Click Add MIB from file... to add new MIB file. Load this new MIB file and then click Rebuild MIB Tree... to update MIB

Tree. In this page user can load or unload the MIB file based on the needs.

7.4.3 TELNET

WoMaster devices are supported with Telnet console. User can connect to the device by Telnet. Here user can use CLI

command to configure the device.

B 10216004 e )
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7.4.4 SSH (SECURE SHELL)

WoMaster devices also supported with SSH console. User can remotely connect to the device by command line
interface. The SSH connection can secure all the configuration commands that sent to the device. SSH is a
client/server architecture where network devices are considered as the SSH server. When user wants to make SSH

connection with the switch, please download the SSH client tool first. The example below is using PuTTY software.

Topology All Devices

Ho. | Model | MAC Address | IP Address | Netmask | Firmtwae Version | Status
1 |WR3ZZGR-WLAN. [00:11:2244:55:78 192 165.10.12 255255 2550 1210
3 WR3L6 0466 7 AF00:02 192 168 1010 355255 255.0 05
3 192 168,101 —
Change IP

Firmware Upgrade
Baotloader Upgrade

Configuration File 3

Web Browser
SMMP Browser
Telnet

SEH

Ping
LED Signal

Reboot Device

After user click the SSH from the menu then a SSH application will open directly. For the SSH application please

refers to 10.4 External Application. In the External Application page user can use any kind of external application.

192.168.10.11 - PuTTY | = | B |t
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7.4.5 PING

This ping function can confirm the access to WoMaster devices via network. Ping the selected device to verify a

normal response time.

Topology A1 Devices

Ma. Model MAC Addres: IF Lddress Netmashk Firmware Version Satnz
1 1932.168.10.10 2552553550

Change IP
2 |WR3ZIGR-WLAN..|00:11.22:44.55.73 192.168.102 2552552550

Firmware Upgrade
Bootloader Upgrade

Configuration File

Web Browser
SMMP Browser
Telnet

S5H

Ping
LED Signal

Reboot Device

After user click the Ping feature, then a Ping window will directly appear and execute the Ping function to the

selected device.

-

1 | Ch\Windows\system32\PING.EXE

= B i)
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8. EVENT AND ALARM MANAGEMENT

8.1 EVENT MANAGEMENT

User can identify the event type from the event management list (OK - Green, Warning - Yellow, Error - Red, and
Normal Status - White) by the color. The notification can be generated based on any appear events. All of the

notifications can be notify via email, SNMP trap, Pop up Message and NetMaster.
Topalogy | 411 Davices

[ »

\l

192.168.10.1

v

Event banagement | SIWME Trap Receiver A1l Events - Y Filter | [ Ak, Al

< .

Message

Every real time event that happened on the Topology tab will be explained clearly in the event Management line.
See the red icon and the red list on the event management tab. According to the event message, user can identify

what is the detail of the event that occurs to the devices with red background.

8.1.1 ACK/ACK ALL

Ack/Ack All- This column is to check the status of each event and confirm these events for the network manager.
After checking Ack, the corresponding links or device icons in the topology are restored to the normal color. This is
also to recognize updated status in the topology. Click checkbox to check or Ack All to check all of the lines on

the event management.

Event Management | SNMP Trap Receiver All Events - Y Filter -

Recetve Time

Component

D -
[l i Application Info 2018-08-1215:00:18  Hethdaster Service Event Management SMTP Serveris disoommect! =
[l a7 . Apphication Info 2018-08-1315:00:17  Hethdaster Service Event Management SMTP Serveris disoommect!

[l aan - Statoz Wors 2018-09-13 15:0a:16  192.168.10.11 Frotocal: ICHE Connection statnz ERROE (JCMP iz not rear

[ a85 @ Application Info 2018-09-13 15:05:52  Nethfaster Service Event Management SMTP Serveris disconnect!

[

mn | b
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For example, while user checks this Ack checkbox of ID 749 and 751, the link color will change to grey.

| Event Management | SHMP Trop Receiver] A1l Events «| [ YR |
Ack | 1D | Tupe | Category | Receive Time | Source | Component |
] 752 I Application Info 2018-09-12 16:19:51  NetMaster Service Event Management SMTP Serveris dissonmnect! -
751 & Siats Better 2018-09-12 16:19:40  192.168.10.1 Protocol: ICMP Connection status OK (ICMP is reachable) —
= 750 i Application Info 2018-09-12 16:16:15  Nethbfagter Bervice Event Management M TP Serveris disommect!

AT 4m & Stats Wors 2018-09-12 16:16:13  192.168.06 Protocol: ICMP Connection statns ERROR. (ICMP is not rear

T g ApplicafionInfo  2018-09-1216:15:50  NefMaster Service Event Management SMTF Serveris discomnect! i

4 T | 3

8.1.2 EVENT FILTER

Event Filter - User can choose to use All Events, Unacknowledged Events, Warnings & Errors, Warnings, Errors,
Unacknowledged Warnings & Errors and Source = ,so that it can show the event status user wants to see. While
choosing “Source =", user should enter the IP address (ex, 192.168.10.1) behind the “Source = “string and click Filter

button to filter the events according to the Source column.

Event Management | SNMP Trap Receiver ATl Events »| [ Y rr | [ ackal

Ack | D | Tope | . Ca%hegory | Receive Time | Sou.rc? (nacknowled ged Events _

Ll 754 I~ Application Info 2018-09-12 17:.08:.00  Nethdaster Bervice . iz discomnect! -

Warmings & Erors

[ Warndngs

] 752 I Application Info 2018-09-12 16:19:51  Nethaster Service Eirors iz disconnect!

751 ) Status Better 2018-09-12 16:19:49  192.168.10.1 Tnacknowled ged Warnings & Emors  |$t2f0s OF (ICMP iz reachable)

) 50 |~ ApplicationInfo  2018-09-12 16:16:15  Nethdaster Service|sqyme = ris disconnect! i
14 = m | k

EEROOoOO

-

-

-

-

& Status Better 2018-09-13 13:24:46 Pmotoccl: ICMP Connection status OK (ICME is reachable)
a7 & Status Betier 2018-09-12 13:22.07  |92.168.10.11 Frotocol: ICMP Connection status OK (ICME iz reachsble)

8.1.3 EVENT MANAGEMENT LIST

CATEGORY SOURCE COMPONENT MESSAGE

Configuration

STATUS WORSE Device IP Address Configuration Backup backup failed.

Network Error!

Configuration file
STATUS WORSE Device IP Address Configuration Backup

1/O error!

STATUS WORSE Device IP Address Configuration Restore Network Error!!

Error: connection
STATUS WORSE Device IP Address Configuration Restore

timeout!!

Error: 1/0O exception

STATUS WORSE Device IP Address Configuration Restore occurred while
sending file!
STATUS WORSE Device IP Address Protocol:SNMP Port XX Link Down
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NORMAL_STATUS

Connection status

STATUS WORSE Device IP Address Protocol: ICMP ERROR (ICMP is not
reachable)
Not Enough License
STATUS WORSE NetMaster Service License
Found!
STATUS WORSE devicelP SNMP Trap Receiver Link down trap OID

APPLICATION INFO

NetMaster Service

NetMaster Started

NORMAL_STATUS

APPLICATION INFO

NetMaster Service

Trap Service Ready

NORMAL_STATUS

APPLICATION INFO

NetMaster Service

Remote Access

The client leave
Monitor mode.
From:

Client_IP:Client_port

NORMAL_STATUS

APPLICATION INFO

NetMaster Service

Remote Access

The client leave Edit
mode. From:

Client_IP:Client_port

NORMAL_STATUS

APPLICATION INFO

NetMaster Service

Remote Access

Authentication is
success in Monitor
mode. From:

Client_IP:Client_port

NORMAL_STATUS

APPLICATION INFO

NetMaster Service

Remote Access

Authentication is
success in Edit
mode. From:

Client_IP:Client_port

NORMAL_STATUS

APPLICATION INFO

NetMaster Service

SNMP Trap Daemon

SNMP Trap Daemon

start

NORMAL_STATUS

APPLICATION INFO

NetMaster Service

SNMP Trap Daemon

SNMP Trap Daemon

stop

Configuration

OK STATUS BETTER Device IP Address Configuration Backup
backup success!
Configuration
OK STATUS BETTER Device IP Address Configuration Restore
restore finished.
OK STATUS BETTER Device IP Address Protocol:SNMP Port XX Link Up
Connection status
OK STATUS BETTER Device IP Address Protocol: ICMP OK (ICMP is
reachable)
OK STATUS BETTER Device IP Address SNMP Trap Receiver Link up trap OID
Trap source:
OK APPLICATION INFO Device IP Address SNMP Trap Receiver source Bindings:

binding

52




WARNING

APPLICATION INFO

Device IP Address

Configuration Restore

Error: No backup

configuration file!

WARNING

APPLICATION INFO

Device IP Address

Configuration Restore

MAC address

changed

WARNING

APPLICATION INFO

NetMaster Service

Remote Access

The Edit client:
Client_IP:Client_port

is disconnect!

WARNING

APPLICATION INFO

NetMaster Service

Remote Access

The Monitor client:
Client_IP:Client_port

is disconnect!

WARNING

APPLICATION INFO

NetMaster Service

Remote Access

Authentication is fail
in Monitor mode!
From:

Client_IP:Client_port

WARNING

APPLICATION INFO

NetMaster Service

Remote Access

It has one client
enter Monitor
mode! From:

Client_IP:Client_port

WARNING

APPLICATION INFO

NetMaster Service

Remote Access

The number of
monitor client is
exceeded!
(Maximum number
is 5) From:

Client_IP:Client_port

WARNING

APPLICATION INFO

NetMaster Service

Remote Access

Authentication is fail
in Edit mode! From:

Client_IP:Client_port

WARNING

APPLICATION INFO

NetMaster Service

Remote Access

It has one client
enter Edit mode!
(Only one client can
enter Edit mode)!
From:

Client_IP:Client_port

WARNING

APPLICATION INFO

NetMaster Service

Event Management

SMTP Server is

disconnect!

WARNING

APPLICATION INFO

NetMaster Service

SNMP Trap Daemon

SNMP Trap Daemon
Listening port

already in used!

**NOTE: Mention in red is the dynamic variable that can change, such as IP Address, port number link and client IP.
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8.2 SNMP TRAP

SNMP Trap is the notification feature defined by SNMP protocol. All the SNMP management applications can
understand such trap information. So user doesn’t need to install new application to read the notification information.

The SNMP Trap Receiver of NetMaster supports SNMP v1/v2c traps receiving.

8.2.1 ENABLE THE SNMP TRAP FEATURE

To enable SNMP Trap Server, go to the web management to configure these settings.

1. Select a device on the Topology tab or All Device tab which user wants to enable link down and up event.
2. Mouse right-click the selected device and click on the Web Browser menu-item of pop-up menu.

3. When the login screen appears, login with the user name and password.

4. Click on SNMP menu. Enable the SNMP feature and SNMP Trap Server, and set SNMP Trap Server IP address

(PCIP Address) and set the trap community.

SNMP Trap Server

SNMP Trap ¥ Enable
Trap Server
Trap Community [public

5. Don’t forget to choose the Event Type selection.

Relay Output Event Type « Syslog Setting Email Alert

System Event

Device Cold Start
Device Warm Start
Authentication Failure
Time Synchronization Failure
Power 1 Failure
Pawer 2 Failure
Relay Cutput 1

DI 1 Change

Ring Event

Loop Protection

SFP Event

osstiat ] [Lomice ]
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8.2.2 RECEIVE SNMP TRAP

The SNMP Trap receiver will receive any kind of SNMP traps that generated by the network devices. When an event
occurs, the trap details will be directly logged
1. Click on Start on the SNMP Trap Receiver tab to start receiving the SNMP Trap.

2. For example, when user forgets the password when trying to enter the web management. It will display as follows:

| Event Mana.gementE ST Trap Recei\-’er§| bgentIP Address: |4l Traps - Y Filter |_ P Start _&]

I A pent add ress/Port Tranzport | Protocol Timestamp Enterprize Corumunity

3 192.168.10.2/40159 SNMFvic  UDFP 2018-09-06 15:21:39 public syslpTime 0 = 6:01:35.00, snmphd

Note: If the NetMaster cannot receive any SNMP traps, user needs to check if some other application such as MG-Soft

MIB Browser, etc has occupied the default port: 162.

8.3 ALARM AND ACTION

When event or SNMP trap are produced. They in addition to display in event management or SNMP Trap Receiver,
and they can trigger some alarms and do some actions. The alarm can be triggered by type or other field of event.

The actions that NetMaster supported are Popup Message, E-mail and Run Executable File.
8.3.1 CREATE AN ACTION

Go to Preference -> Events -> Event Action and new an action.

b Preferences Event &ction
Aetion
Hame Aetion Recipient Execuiable File Hew
@ SMTP Configuration Email to Technical Send E-Mail yohan a@womtek com -
SNMP Edit
& SHMP Confizuration Send Poplp Messag Popup Message
L@ ENMP Trap Receiver Execute FulTY Fun Executable File DiiInstalleripuity exe Dielete
# Remote Lcces
-4 Applications Duplicate
- 4 Background Image
- Select Language
# Licenz
Alarm
Hame Aetive Aetions Tupe Source Hew
Comnection Failure Email to Technical A1 Types * Edit
Error Execute PuTTY Error *
Port Failure Send Poplp Mesmge AN Types 102.168.10.11 Dielete
Duplicate
|
1
|
|
] 1 ¢
.
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Click the New button the Action Editor window will be opened. Input the action name and select an action type

(Popup Message, Send E-Mail or Run Executable File) to create a new action.

Action Editor - New Action . u

UETTE Mew Lchion
Action: FopupMesmgr v
Popup Mesage
Recipient: “end E-Mail
Excseutable Fils: Fun Exeeutable Fils
| OE || Cancel
| —_— _—

8.3.2 CREATE AN ALARM

Go to Preference -> Event -> Event Action. Click the New button and the Alarm Editor window will be opened. User
needs input alarm name and select actions to create a new alarm. Select Active option to active this alarm. Change
Filter Type or Source to filter what event that user wants to trigger. Select action that has been created to decide
what action will be executed when this alarm is trigged.

Alarm Editor - Mew Alarm ﬁ

Alarm

Letive

Mame: Mew Alarm

Filter
| Tarpe:
Sowrce:
| I . N
Actions " g
| Ervor
[F] Ernail 1o 1222 -
[7] Rend PopUp Message E
[7] Execute PuTTY

| 0K || Cancel
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8.3.3 EVENT ALARM POPUP MESSAGE

When a Popup Message action is executed, the NetMaster server and all of the NetMaster clients will get any popup

message as follows:

-

“
Event Alarm Popup Message M

1 [D:940 Type:3
——I; Category:2 Receive Time:2018-00-13 16:40:16
Source:192.168.10.11 Component:Protocol: ICMP
IMessage:Connection status ERROR (ICMP is not reachable)

8.3.4 E-MAIL ACTION

When an E-mail action is executed, the NetMaster will send an alarm e-mail to the registered e-mail account

(configured in Preference->SMTP configuration (10.1.4)).

Action Editor - Edit Action %
Warme: Emadl to Techideal
Action: Send E-Mail -
Recipient: wohan.a@womtek.com
Executable File:
| OK || Cancel

The e-mail could show as follows:

test@womtek.com
ome -

ID:979% Type:Ermor

Category:Status Worse Time:2018-08-14 10:24:06
Source:192.168.10.11 Component:Protocol: ICMP
Message: Connection status ERROR {ICMP is not reachable)
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8.3.5 RUN EXECUTABLE FILE ACTION

When a Run Executable File action is executed, the user specified executable file will be executed.

Action Editor - Edit Action =
Mamme: Expcute PuTTY
Action: Run Extecutsble File -
| Eecipient:
Executable File: DM nstallesiputtr.exe E]
| 0K || Comel |




9. NETWORK PERFORMANCE MANAGEMENT

If user wants to monitor the traffic of user local network for a period of time, NetMaster can give user an indication of

the network traffic for the connections in a time context. It is useful as a quick reference for determining the amount

of network bandwidth being consumed. The NetMaster can monitor and report selected connection statistics.

Topology | All Devices|

sagen

o .
o o\

192.168.10.30 192.168.10.1

The tab name of the current traffic history will appear and shows two connected devices’ IP address and port -- Port 1
on the device (192.168.10.10) connects to port 1 on the other device (192.168.10.2). The figure below indicates
network load for the specified port. In order to show a visible line on the graph for network traffic on any interface,
the view automatically scales to magnify the Y-axle’s unit of traffic. The X-axle is time. The Y-axle means the total

number of bytes sent on the connection in the polling time interval. The maximum number of entries can be recorded

in 30 minutes.

Tnpn]ngyl A]lDeVmgsl ¥ 192.168.10.10(1) <> 192.168.10.2(1)

192.168.10.10(1)

25.0Bhps

20.0Ebps

15 0EDps

10.0Ehps

5.0Bhps

OOERPs (3540 144510 145040 145310 145556 145810 150040 150310 150540 150810 151040 151310 151540

192.168.10.2(1)

DOERps 4553 144833 145053 145323 145554 145823 150053 150373 150553 150833 151053 151333 151553

m

To view the traffic report
® Mouse Double-Click on the line between the two devices.
® The traffic report only available if the network connection is present.

® The traffic tab provides an indication of the network traffic for the connection.
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10. PREFERENCES

10.1 EVENTS
10.1.1 EVENTS

This page allows user to record events into the log file. User can change maximum number of events, event log to

file and event log directory.

‘. % SMTP Confignrstion

Events
Events
Maoe. Number of Events: 1000 v
Event Log to File: [] Enable Log to File

% SHNMP Trap Receiver Event Log Directory: [:]
----- # Remote Aocess
----- # Applications
----- # Background Image
----- # Select Language
----- # License
I
|
|
| Eeset to Defaults
I 1| 1 2
| QK Cancel

Below is the Event interface description:

TERMS

DESCRIPTION

Max. Number of Events

Default: 1000.
User can configure the max number of the Event list. The range is from 100 ~

10000.

Event Log to File

By checking the box, It means the event log will be saved into a file. (.txt)

Event Log Directory

Choose the specific directory to save the event log file.
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10.1.2 EVENT ACTION

This page allows user to manage Actions and Alarms; the management functions include New, Edit, Delete and

Duplicate.

¥ Preferences Event Action
Events

Action
Wame Aetion Recipient Executable File Hew
S:ﬂl:ll’\ﬂp Configuration Email fo Technical Send E-Mail yohan ad@womtek com Edit
& SNMP Confizuration Send PoplUp Messag Popup Memage
@ SNMP Trap Receiver Execute PuTTY Fun Executable File DiMInstalleriputty exe Dielete
----- # Remote Access
----- # ALpplications Duiplicate
----- # Background Image
----- # Select Language
..... # Licens
Alarm
Narmne Active Actions Sonrce Hew
Connection Failure Email to Technical * Eiit
Error Execute PuTTY *
Part Failure Send Poplp Message 192.168.10.11 Dielete
Dplicate
|
|
1
|
4 | i b
.

If user clicks New, Edit, Delete or Duplicate button, the page will pop-up for configuring the Action and Alarm.

Action Editor - Edit Action

22

Mame: Eimadl 1o Techmnical
Action: Send E-Mail
Recipient: woharadwamtek.com
Executable File:

| Ok || Cancel

User can create any easy name for the action depends on the needs. In this Event action setting page, user can create

less action and more alarms. User may assign one action to several alarms.
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Alarm Editor - Edit Alarm

Alarm
Detive
Marne: Copuneetion Failure
Filter
Tope: :A]l Twpez -
BocE: *
Aetinns

Emadl to Techidzal
[] Bend Poplp Mesmge
[] Extecute PuTTY

m. | »

| OK || Cangel

For this alarm editor page, user can create any kind of alarm and filter the alarm type whether it is about warning,

error, OK status and info. And also user can set the source section; just by entering the keyword it can be assign to

any kind of actions.
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10.1.3 STATUS COLORS

This page allows user to assign a color to each status. User can change the text color and the background color of

the 4 type status.

. Preferences

: Events

# Events

# Event Action

# ZMTP Configuration
| BNMP

- & SNMP Configuration
Lo SNMP Trap Receiver
----- # Remote Locess

Statuz Colors
Statuz Colors
OK:
Warning:
Eror:

Tnfo:

Reset to Diefanlts

[GE [ et | [ Beckgmound..
| Weming | [ Text.. | [ Beckemownd..
B e | [ Beckeowd.
| Info | [ Text.. | [ Backgrow..

0K Cancel [

If user click the text or background button, a configuration page will pop-up.

{2} Change OK text color

Swaihes:| HSY | HSL | RGE | CMYK|

Eecent:

Preview

Sample Text Sample Text

Sample Text Sample Text

| 0K || Cancel |[ Rest |
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10.1.4 SMTP CONFIGURATION
While user needs to send an Email for Event Action, user must configure SMTP Configuration. If the SMTP server
requests to authorize first, user can set up the username and password in this page. And click Test SMTP

Configuration to test the configuration.

| Preferences SMTF Configuration
Events
- # Bvents . .
- @ Event Action TP et
- # Status Colors SMTE Server: 210.59.212|37
Mail Lecownt: test@womtek.com
- ENMP Configoration
o i SNMP Trap Receiver Authentication
----- # FEemote Lcces
..... # Applications Tser Namme: test@womtek. com
----- # Background Image
_____ ® Seleot Language Fasswond: YY1
..... Li
@ Liense Retype Password: essesssese
Test SM TP Configuration
|
[
' |
|| IEN! 1 2 |
I [Comel ]|
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10.2 SNMP
10.2.1 SNMP CONFIGURATION

The NetMaster will add a default SNMP agent profile for discovered devices. User can use this page to create a new
SNMP Agent Profile, edit, delete or duplicate a profile. The configurations of profile include agent listening port

(default is 161), SNMP version (support vl/v2c/v3), read/write community, retry numbers and timeout (in second(s)).

. Preferences SHMP Configuration
. Events
- # Ewvents SNMP 4 gent Profile
- # Event Action
- @ Status Colors 1P Address Port Ho. Version Commurnity Retries Timeout (5)
! S‘M\EMTP (Contigurstion 192.168.10.1 161 SHMPvZe  |puiblic,private 4 5 .
- 192 1681022 161 SHMPyle public, private 4 5
@ SHMP Trep Receiver 192 168.0.11 161 SNMPyv2e public, private 4 5
..... # Eemote Access 192.168.0.4 161 SNMPwZe public,private 4 5 =
----- # Applications 192.168.0.5 161 SHMPv2e public,private 4 5
----- # Background Image 192.168.0.2 161 SNMPyv2e public, private 4 5
----- * Select Language 192.168.0.3 161 SHMPvZe  |public,private 4 5 L
""" ® License 192.168.0.20 161 SNBMPY2e public, private 4 5
192.168.10.2 161 SNMPv2e public, private 4 5 8
Hew Edit Delets Duiplicate
|
|
|
: 4| 1 L2 |
L
.
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10.2.2 SNMP TRAP RECEIVER

In this page user can configure the SNMP Trap Receiver and record SNMP Trap into the log file. User can enable the
SNMP Trap Receiver when the system starting by checking the box and it will restart the system and reboot the
device machine, change listening port (the default value is 162), change maximum number of traps (Range value is

between 100 — 10000), trap log to file and trap log directory.

SHMP Trap Receiver
SHMP Trap Receiver
Enable On Starting: [ Enable On Starting{Service restart ox machine reboats)
SNMP Trap Listening Port: 162
SHMP Traps
----- # Remote Locess - .
..... # Applicatinns Maze. Number of Traps: 1000 v
----- # Background Image § )
..... # Select Language Trap Log to File: [~] Enable Log to File
..... # License
Trap Log Directory: E]
Reset to Defaults |
'l 1 3
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10.3 REMOTE ACCESS

Due the access synchronization, only one client can access the Edit Mode and the other clients on the Monitor Mode.
On the Edit Mode, client can use all of the functions and on the Monitor Mode client is only allowed to see the
topology. The default password to enter the Edit Mode and Monitor Mode is admin. In this Remote Access page, user
may change the password for the Edit Mode and the Monitor Mode. The maximum number of remote client is 5

clients.

ju Preferences Remote Access
= | Events
- @ Events Properties
- # Ewvent Action
- # Statos Colors Mazx. Number of Remote Clients:

- # SMTP Configuration

ENMP Password for Monitor Client
- SNMP Configuration
- # SNMP Trap Receiver Password: L1111 )
I Retype Password: [(1TI1171]

Passwond for Edit Client

Pagsword: [ 1 1 11)

Retmpe Paszword: o000

Reset to Defanlts

4 n 3

ol

*Please change the username and password due to the security consideration.
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10.4 EXTERNAL APPLICATION

NetMaster allows user to use external applications to run the functions. This page allows user to assign

specified programs or use default application to run the functions. It supports Telnet, SSH, Web Browser, Ping

and PDF Viewer.

) Preferences Applisatings
External Applications
Telnet: telnetexe

L@ SMTF Configuration
| SNMP SEH:
# SNMF Confignration

Use Defanlt

‘@ SNMP Trap Feceiver WEE Browser: |iexplore exe Use Default
: nme ACSS Ping: ping exe Use Default
::: ?:fet‘i"w PDF Viewer:  |AcioRd3Zexe Use Defanit
..... & Licenze
| |
4 L1} 2
Cancel
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10.5 BACKGROUND IMAGE
This page allows user to change the background image of the topology dashboard. User can select an image file
to change the default background image.

) Preferences Background Image

Backgound Image

Backgromnd Image File: E]
‘@ SMTP Confignration
= 1) SNMP
- # SHMP Configuration
Lo @ SNMP Trap Recetver
----- # Eemote Lccess
..... # Applications

Reset to Defanlts
I 3

Cancel

User may change back the background image by clicking Reset to Defaults button.
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10.6 LANGUAGE

NetMaster is supported with 4 language interfaces English, Traditional Chinese, Simplified Chinese and Russian.

User can change NetMaster display interface by selecting a language option. Click OK then Language will be applied

immediately.

. Preferences

.. || Ewents

@ Events

- # Event Action
- # Status Colors

SNMP

----- # Remote Lccess
----- # Applications
----- # Background Image

4 LI

- @ SMTP Configuration

- @ SNMP Configuration
o BNMP Trap Receiver

Zelect Langnage

Select Language

Language:

DYCCHER

Cancel
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10.7 LICENSE

Please follow the instruction to enter the NetMaster License.

Basically WoMaster has two kinds of license:

a. License with MAC Address bundle.

For this license, user needs to include the hardware MAC Address when requesting the license to WoMaster. So this
license only can be applied to the device with the registered MAC Address, cannot be applied to other device.

b. License without MAC Address bundle.

For this license, user doesn’t include the MAC Address when requesting the license to WoMaster. After user receives

the license and registers it, the MAC Address will automatically generate FF:FF:FF:FF:FF:FF as default.

1. Download and install the latest NetMaster from WoMaster website.

(https://www.womaster.eu/download.php)

2. After receiving the E-mail letter from WoMaster, go to NetMaster -> Preferences -> License.

3.  Fill out Name, Company, Distributor, and Authorization Code base on the content of E-mail letter. And then

click Register button.

G’”f!Mﬂi‘bﬂl’ Preferences . - - i e g
- L _peem—

4 Preferences Licanse
Eventy
& Evexts Licarss
& Eveat Action
& Sitos Cokor Hame Fobert
® SMTF Confipershon
SHMF Company Wolasier

& INMF Comfigumtion

@ SHMP Trap Receiver Distrybutor: s pampany Names
%o aesnce [ |
® Background Image o Limstatin: %) nodas
o Sakal HCOvery 20 o
o I [ Ragine
1
HAC Addes H a5 B4 ETE] [ Gt

4. Click Get to get the PC MAC Address.

5.  Finally, click OK to apply the license.
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11. REVISION HISTORY

Version Description Date Editor
V1.0 Released 18/09/2018 Yohan
V1.1 Add ERPS Group Setup 18/01/2019 Yohan

VLAN

License
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